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1. Purpose of Guidebook

This guidebook is intended to assist the developing and least developed countries’ public
authorities in their efforts to comply with their obligations under Part III of the TRIPs
Agreement to put into place systems and procedures for the effective enforcement of
intellectual property rights. In particular, the guidebook will take into consideration the most
common difficulties confronting those countries in the enforcement of intellectual property
rights. This guidebook will address the question of enforcement from investigation through to
administrative and judicial enforcement and will provide guidance on how to achieve
effective and long-lasting protection for such rights. The guidebook identifies a number of
useful resources which are of assistance in ensuring the effective enforcement of intellectual
property rights.

Obviously, Members of the WTO, who become by virtue of that membership, signatories to
the TRIPS Agreement are obliged to comply with the enforcement provisions of that
Agreement. There are in addition good policy reasons why a country would wish to enforce
intellectual property rights. In developed countries, there is good evidence that intellectual
property is, and has been, important for the promotion of invention in some industrial sectors,
particularly the pharmaceutical, chemical and petroleum industries as well as biotechnology
and some components of information technology.! Copyright has also proven essential for
the music, film and publishing industries. For developing countries, the nurturing of
indigenous technological capacity through the intellectual property system has also proved to
be a key determinant of economic growth and poverty reduction. The enforcement of
intellectual property rights thus protects local commercial and industrial innovation, as well as
encouraging technology transfer and foreign investment. Enforcement is therefore part of a
developing country’s economic development strategy.

A recent survey conducted by WIPO’s Advisory Committee on Enforcement indicated an
under-estimation of the value of intellectual property rights has contributed to ineffective
enforcement.” It was suggested that it would be useful for governments to assess the value of
the industries based primarily on intellectual property rights in terms of a percentage of the
Gross Domestic Product. This could lead to an appreciation of the value of intellectual
property rights in terms of a country’s economic environment, as well as in respect to
economic, social and cultural growth and development.

1.1 Definitions

“Intellectual Property” may be defined as those creations of the legal mind in relation to
which the state confers upon individuals a statutory monopoly for a prescribed term to prevent
their unauthorised exploitation. Intellectual property is usually divided into two branches,
namely: (i) “industrial property”; and (ii) copyright and the rights which neighbour upon
copyright. Industrial property rights are defined below:

A patent is an exclusive right awarded to an inventor of a product or process, which prevents
others from making, selling, distributing, importing or using the invention, without licence or
authorisation, for a fixed period of time (the TRIPS Agreement provides for a minimum
period of protection of 20 years). In some countries protection is provided for Utility models,
which are incremental innovations of lesser inventiveness, which secure protection for shorter
duration.

! See UNCTAD/ICTSD, Intellectual Property and Development, Geneva, 2003.
? WIPO Doc., WIPO/EIM/3 para 9.



Industrial designs protect the aesthetic aspects of an object (shape, texture, pattern, colour),
rather than its functional aspects. The TRIPS Agreement requires that an original design be
eligible for protection from unauthorised use by others for a minimum of 10 years.

Trademarks provide exclusive rights to use distinctive, visible signs, such as brands, symbols,
colours, letters, shapes or names to identify the producer of a product. In order to be eligible
for protection a mark must be distinctive of the proprietor so as to identify the origin of z
proprietor’s goods or services. The period of protection varies, but most countries provide for
the renewal of registrations, so that protection can be indefinite. Protection against trade mark
counterfeiting and the consequent deception of consumers may also be provided through
consumer protection or unfair competition legislation.

Geographical Indications identify the specific geographical origin of a product, and the
associated qualities, reputation or other characteristics. They usually consist of the name of
the place of origin. The TRIPS Agreement requires protection for geographical indications to
prevent unauthorized parties from using it to mislead the public as to the true origin of the
product.

Plant breeders’ rights are granted to breeders of new, distinct, uniform and stable plant
varieties. They normally offer protection for at least fifteen years.

Layout designs of integrated computer circuits are required to be protected under the TRIPS
Agreement for a minimum period of 10 years.

Each of these categories of industrial property right is protectable through a system of
registration. Thus for the purposes of enforcement, there will be a documentary record of the
ownership of the relevant right. Copyright on the other hand, exists upon the creation of a
literary, artistic and musical work, as well as photographs, films and videos, computer
programmes, optical discs and music CDs. It prevents unauthorised reproduction, public
performance, recording, broadcasting, translation, or adaptation. Copyright protection lasts (as
a general rule) for the life of the creator plus 50 years (70 years in the US and EU). Most
countries do not require that copyright protection is dependent upon registration, although in
most countries copyright collecting societies exist to collect the royalties of the various
categories of copyright owners: book, magazine and newspaper publishers; music publishers;
film and movie producers; software producers. Copyright owners usually register with these
collecting societies, which therefore can provide documentary evidence of rights ownership.

Infringement. An intellectual property infringement occurs when an act is done which is
inconsistent with the rights of a rights holder. Industrial property laws are territorial in scope,
in that they apply only to rights which are registered within the country. This is relevant to the
question of infringement. For example, an overseas company which is a patent or trade mark
owner in its home country can only complain about an infringement in a foreign country if its
patent or trade mark is registered in that foreign country. The situation is different in the case
of copyright, which as a consequence of the importation of the Berne Convention into the
TRIPS Agreement, is enforceable by a copyright owner in all countries which are signatories
to the TRIPS Agreement.

The terms ‘“counterfeiting” and “piracy” in relation to goods, refer to the manufacture,
distribution and sale of copies of goods which have been made without the authority of the
owner of the intellectual property. These goods are intended to appear to be so similar to the
original as to be passed off as genuine items. This includes use of famous brands on
pharmaceutical products, clothing, perfumes, and household products, not manufactured by or



on behalf of the owner of the trade mark, as well as exact copies of CDs containing music or
software, which are traded in a form intended to be indistinguishable to ordinary consumers
from the genuine product.

In a criminal law context, intellectual property counterfeiting and piracy is defined as
contraband activities which centre on the illegal production and sale of goods which are
intended to pass for the real product. In this context “contraband” is goods whose
importation, exportation or possession is forbidden. Dealings in contraband invariably involve
smuggling, where the manufacturers and distributors of these products also seek to evade
taxes on the production and wholesaling of these products.

1.2 Causes of Piracy and Counterfeiting

The principal cause of piracy and counterfeiting is the incentive to unscrupulous traders of the
considerable business profits which may be made from free-riding on the creative efforts and
investment of others, by passing off imitations of desired products at a lower cost than those
which are incurred by the producer of genuine products. Obviously, this trade would not exist
without consumer demand and the public perception that piracy and counterfeiting are
innocuous infractions. The theft of intellectual property is not yet, equated in the public mind
with other offences against property, crimes, such as fraud, theft or trespass. This is
exacerbated by (i) a failure of the public authorities and commercial organisations to
communicate to the consuming public of the dangers from the use of unauthorised products
and of the deleterious social welfare effects from this trade; and (ii) the imposition of
inadequately deterrent penalties by the judicial authorities.

As the EC Green Paper, Combating Counterfeiting and Piracy in the Single Market (1998)
observed “Since the early 1980s counterfeiting and piracy have grown considerably to a point
where they have now become a widespread phenomenon with a global impact.” The reasons
for this phenomenon are various. They include developments in reprographic technologies,
where digitisation has facilitated the rapid and extensive production of copies at a minimal
cost, the growth in world demand for branded items, as well as economic and political
developments, such as the growth of international trade, the internationalisation of the
economy, the expansion of means of communication and the opportunism of organised crime
following the collapse of the political systems in central and eastern Europe and in the former
Soviet Union.

The World Customs Organization observes that the evolution of many contraband markets is
typically a progression through one or more of the following stages:

e Grey market, or parallel, trading.
e Smuggling.
e Counterfeiting and piracy.

Thus, some markets, like those for contraband cigarettes, alcohol and pharmaceuticals, evolve
through all three stages. Others — like the contraband markets for branded apparel and
software — may move directly from grey market trading to counterfeiting.

In Western Europe and North America, the easiest way to meet consumer demand for a
cheaper product is through so-called grey market, or parallel, trading. Grey market goods are
sold outside established distribution agreements, and their purveyors take advantage of the
fact that companies charge different prices for their products in different markets.



In a number of jurisdictions, strong links have been noted between the grey market and
smuggling and in a number of sectors grey market channels have been used to camouflage
counterfeit products. In the fashion sportswear and software sectors, it is not uncommon in the
grey market for traders to send genuine samples to the importer and mix the consignment with
counterfeits.

In markets, for high tax products, such as tobacco and alcohol products, where grey market
products may not be available, smuggling becomes the primary means of meeting the demand
for those products. In smuggling, organised crime groups establish elaborate means of
concealing their diversion of products from the legal to the illegal market. This is to avoid law
enforcement initiatives and those by private industries seeking to maintain the integrity of
their supply chains. The smuggling techniques are complex and trans-national in scope and
may involve complex transactions with the involvement of legitimate as well as illicit
enterprises. The objective is to make smuggling routes and the structure of transactions as
complicated as possible, with the largest possible great range of owners in a very short space
of time, in order to make police and customs investigations as difficult as they can. The
primary objective is to make the final owner untraceable and to make the links between the
successive owners as ambiguous as possible.

In some cases, grey market goods may not be available, in which case, organised crime
groups may decide to ensure a steady source of supply by becoming vertically integrated for
the purposes of producing and distributing counterfeit and pirate products. This involves
developing a supply chain that is wholly in the hands of organised crime groups from rogue
manufacturing, through to smuggling the contraband across international borders, to illegal
distribution and retailing to consumers.

The development of digitisation and the availability of used manufacturing equipment has
facilitated the counterfeiting and piracy of a variety of products — from traditional industries
like cigarettes and apparel to high-tech sectors like computer software and music CDs.

Rogue manufacturing sectors, which produce counterfeit and pirated products, have much,
much lower production costs:

e They are usually located in developing nations with extremely low labour and material
costs.

e The quality of material inputs is extremely low.

e Quality control is virtually non-existent and the production facilities are often dirty,
squalid workshops.

e They are virtually a cash business. Payment is received either in cash, or within eight
to ten days of a shipment being delivered. There is little need to finance receivables on
a long-term basis.

e There is little, if any, inventory. Production is closely tied to orders. This reduces the
need to finance inventories and makes detection very difficult.

e There are no costs associated with the oversight and accountability under which lawful
businesses operate.



1.3 Economic Impacts of Counterfeiting and Piracy

The costs to those businesses whose products are pirated and counterfeited include: (i) loss of
sales; (ii) competitive disadvantage to those enterprises which free-ride on the research and
development and marketing expenses of legitimate enterprises; (iv) the possibility of product
liability from defective imitation products; (v) loss of goodwill and prestige by a brand, where
counterfeits are freely available; and (vi) the expense of monitoring the market and instituting
legal proceedings against infringers. These costs will be incurred in both developed and
developing countries.

The losses sustained by industry will be reflected in losses to the public revenue, as well as in
unemployment in the affected industries.

The prevalence of infringing activities in a country will also discourage investment from
those industries in which proprietary rights are important. Thus for example, the pirating of
music CDs and computer software will discourage investment in the music and information
technology sectors.

As counterfeiting and piracy are illicit activities, they will be engaged in by criminals, who
will use their gains from these activities to subsidise further criminal activities. As these
activities are not engaged in by ethical businesses, they will not observe basic employment
standards, will avoid contributing to public revenues through the payment of taxes and excise
and they will have no concern that the products which they produce are of an acceptable
consumer standard.

(a) Trade Diversion

The 1998 EC Green Paper on counterfeiting and piracy, refers to the report of the
Counterfeiting Intelligence Bureau set up by the International Chamber of Commerce (ICC)
that counterfeiting accounts for between 5% and 7% of world trade in value terms.” The
immediate impact of this global trade is the loss of sales and the consequent impact upon
employment. The US copyright industry puts its losses due to piracy at between USD 12
billion and USD 15 billion a year. According to the International Federation of the
Phonographic Industry (IFPI) sales of illegal CDs account for 14% of the relevant market at
world level. In May 2003, the UK music industry reported that sales of pirate CDs have
outstripped the sales of genuine products. In the light of the responses which the Commission
received to its Green Paper on the fight against counterfeiting and piracy in the Internal
Market, it transpires that, within the European Union, counterfeit and pirated goods account
for 5 to 10% of vehicle spare parts sales, 10% of sales of CDs and MCs, 16% of film (video
and DVD) sales and 22% of those of shoes and clothing.4 The Commission in its proposal for
a counterfeiting Directive’ refers to a survey carried out in France in 1998 by KPMG, Softes
and the Union des Fabricants which reported that the average loss to the businesses which
replied to the survey, was put at 6.4% of turnover. It also refers to a 2000 study by the Centre
for Economics and Business Research (CEBR) on behalf of the Global Anti-Counterfeiting
Group (GACG), which quantified the average annual reduction in profits was: EUR 1 266
million in the clothing and footwear sector; EUR 555 million in the perfumes and cosmetics
sector; EUR 627 million in the toys and sports articles sector; EUR 292 million in the

Countering Counterfeiting. A guide to protecting & enforcing intellectual property rights,
Counterfeiting Intelligence Bureau, International Chamber of Commerce, 1997.

4 http://europa.eu.int/eur-lex/en/com/pdf/2003/com2003_0046en01.pdf, p. 9, Part Two, Section A.
> COM (2003) 46 Final




pharmaceuticals sector.® Finally it reported a study carried out by the International Planning
and Research Corporation (IPR), on behalf of the Business Software Alliance (BSA) which
quantified the losses in western Europe (EU + Norway + Switzerland) from software piracy in
2000 to be more than USD 3 billion.’

All countries, whether developed, developing or least developed are vulnerable to trade
diversion from piracy and counterfeiting. For example, the development of extensive
computer software and movie industries in India, has spawned equally extensive
developments in copyright piracy, affecting those industries. The global market for folkloric
works, whether music, art, sculptures, textile products and other artefacts has spawned a
global industry for the counterfeiting of these products. With the development of niche
markets for agricultural products, an illicit market has developed in which geographical
indications are counterfeited.

(b) Revenue Effects of Counterfeiting and Piracy

It is estimated that the tax and excise losses caused by counterfeiting and piracy are
considerable. The paper accompanying the Commission proposal for a Directive on the
enforcement of intellectual property rights, estimated that in the phonographic sector VAT
losses incurred by EU governments as a result of counterfeiting and piracy are said to amount
to EUR 100 million.® It refers to the study conducted in June 2000 by the CEBR on behalf of
the GACG which estimated the average loss of tax revenue in the EU to be: EUR 7 581
million in the clothing and footwear sector; EUR 3 017 million in the perfumes and cosmetics
sector; EUR 3 731 million in the toys and sports articles sector; EUR 1 554 million in the
pharmaceuticals sector. The survey carried out in the United Kingdom in 1999 by the CEBR
on behalf of the ACG estimated that counterfeiting led to a reduction in GNP of GBP 143
million per year and to a GBP 77 million increase in government borrowing.

Revenue losses are also incurred in those countries in which counterfeit and pirated products
are produced. As this trade tends to be clandestine, the producers of infringing products will
hide the size their production output also from the tax authorities. False documentation will
accompany the false products, understating their sale price, for the purpose of reducing tax
imposts in both the producing and importing countries.

(c) Investment Effects

The major cost to those developing countries in which piracy and counterfeiting occur is the
loss of access to foreign investment, because of concerns by investors that intellectual
property which is produced as the result of the relevant investment, will be stolen by others.
This discouragement of investment has the obvious short-term effect of reducing taxes and
revenues and the longer-term effect of stifling economic development. More specifically, the
establishment of key industries in developing countries, such as those in the IT, biotechnology
and pharmaceutical areas, where intellectual property rights play a key role, will be difficult
to establish in the absence of effective intellectual property laws or enforcement.

Similarly, technology transfer arrangements will be difficult to secure, where the basis of
those arrangements is the bundling of proprietary technologies as part of the technology

Economic Impact of Counterfeiting in Europe”, Global Anti-Counterfeiting Group, June 2000.
! Sixth Annual BSA Global Software.
§ http://europa.eu.int/eur-lex/en/com/pdf/2003/com2003_0046en01.pdf, page 10, Part Two, Section D.




package. If there is an ineffective legal regime for the protection of those technologies, their
transfer will be discouraged.

(d) Employment Effects

In social terms, the damage suffered by businesses because of counterfeiting and piracy is
reflected ultimately in its impact upon employment. Initially, employment may improve in
those countries where pirate and counterfeit goods are produced. However, where local
industries are developed which are dependent upon intellectual property rights, the local
capacity to produce infringing products may have an ultimately harmful effect upon
employment. For example, the development of computer, electronics and film industries in
India are vulnerable to the piratical activities of local imitators, which then have an adverse
impact upon investment in those industries. Similarly, local music and art industries are
vulnerable to the pirating and counterfeiting activities of copyists.

To some extent, the production of counterfeited goods in developing countries arises from the
fact that the production of legitimate branded products in those countries, makes available to
the authorise factory outlets, the brands and the tools of the trade mark proprietor. Sometimes
unauthorised use is made of this equipment in the production of counterfeit products. To
recover control over the integrity of its products, the brand proprietors will relocate that
production in countries where control over the intellectual property rights can be assured.

In addition to of revenue to the State (customs duties, VAT), there may also be infringements
of labour legislation where the counterfeit or pirated goods are made in sweatshops by
undeclared workers. The phenomenon is a serious threat to economies in general as it may
destabilise the markets, including such fragile markets as that in textiles, and clothing.

1.4 Copyright and Piracy and the Criminal Economy

Counterfeiting and piracy has an adverse effect upon public security, where profits from this
trade are appropriated by organised crime, which uses them as a means of recycling and
laundering the proceeds of other unlawful activities (arms, drugs, etc.). Counterfeiting and
piracy, which were once craft activities, have become almost industrial-scale activities
offering criminals the prospect of large economic profit without excessive risk. With the
advent of eCommerce the rapidity of illegal operations and the difficulty of tracking the
operations further reduce the risks for the criminal. Counterfeiting and piracy carried out on a
commercial scale are even said to have become more attractive nowadays than drug
trafficking, since high potential profits can be obtained without the risk of major legal
penalties. Counterfeiting and piracy thus appear to be a factor in promoting crime, including
terrorism.

Organised criminals often combine counterfeiting and piracy with smuggling. The trade
routes which were developed for the smuggling of drugs and arms have provided an existing
infrastructure for the trade in counterfeit and pirate products. Indeed, the profitability of
infringing products is now beginning to exceed that of drugs and arms, on a profit/weight
basis.

The structure and commercial strategies of these organised crime groups is similar to those of
licit enterprises. In response to market forces, participants in each are equally intent on being
profitable. But the key difference between legitimate commercial enterprises and criminal
ones involve the manner in which commercial disputes are settled, contracts enforced and
dealings with the authorities are regulated. As those of criminal enterprises have to occur
outside the court system, violence, coercion and corruption are a pronounced feature of this
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trade. Because manufacture is illegal, labour standards are not observed, reducing labour costs
and taxes are not paid on the illicit manufacture, minimising revenue expenses, thus those
involved in illicit trading in infringing products have a number of economic advantages over
legitimate manufacturers, wholesalers and retailers.

The most serious consequences of the trade in counterfeit and pirate products is the
stimulation of organised criminal activity and the consequential effects upon public and
private corruption. This penetration of organised crime into otherwise lawful economic
sectors also has a pernicious impact on public morality. As a contraband market develops, it
puts significant pressure on retailers to either participate or go out of business. If they decide
to join in, they may be forced to do other kinds of business with organised crime. Legitimate
businesses see their prices undercut by cheaper contraband products and feel obliged to enter
the black market to protect their businesses and their livelihoods. Once they have entered this
trade it becomes difficult to withdraw.

The World Economic Forum in Davos in January 2003 was informed by the World Customs
Organization (WCO) that the trade in counterfeit and pirate products was as high as US$450
billion per annum and was controlled by organised crime and was being used to fund terrorist
activity.

To the extent that consumers participate in a contraband market, this undermines respect
among ordinary citizens for the law. Studies have shown that the initial act of law-breaking
can influence subsequent behaviour. Once people develop a taste for cheating, they keep on
cheating. Thus, a key societal consequence of participating in a contraband market is that it
serves to sanction tax evasion and other forms of law breaking.

A European survey by the Alliance Against Contraband (AAC) on the significance and
influence of organised crime in counterfeiting and piracy identified the penetration of
organized crime in the following industries’:

e Branded goods, including clothing, footwear, perfume, and household consumer
products;

o Cigarettes;

e Alcoholic beverages;
e Pharmaceuticals;

e Software; and

e Recorded music

The survey by the AAC on the significance and influence of organised crime in counterfeiting
and piracy identifies the established trend of global trading in infringing products.'
Improvements in transportation, particularly with the development of containerisation has
made it far cheaper and easier to ship goods around the world. At the same time, crime groups
are able to shift production facilities to take advantage of market opportunities.

The results of the survey can be found on the web site of the World Customs Organization,

WWW.WC0.0rg
The results of the survey can be found on the web site of the World Customs Organization,

WWW.WCO0.01g
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(a) Branded goods

A difficulty in detecting this illicit trade is the use of subcontractors or outworkers who
produce more goods than those ordered by the trade mark proprietor and for which the
subcontractor is licensed. The outworking system is not uncommon in many developing
countries, where a consolidator will accept a contract to deliver a quantity of branded products
to a rights holder and then will subcontract the production of that quantity to smaller
production units. This provides an opportunity for outworkers, who may be provided with
moulds and dies for the authorised production of protected brands, to produce additional
unauthorised quantities, which are counterfeit. In Europe, clothing and footwear companies
are estimated to lose EUR 7.5 billion a year to counterfeiting.

(b) Cigarettes

The trade in contraband cigarettes is one of the most lucrative organised crime sectors. In
Europe, annual losses in tax revenues from cigarette smuggling are estimated at EUR 4.0
billion in Italy, EUR 3.9 billion in the UK, EUR 230 million in Germany, EUR 208 million in
Spain.

(©) Alcoholic Beverages

As with cigarette smuggling, the trade in counterfeit alcoholic beverages is tax driven. In all
countries in which counterfeit alcohol is produced and sold, there are health concerns about
noxious additives.

(d) Contraband Pharmaceuticals

The World Customs Organisation estimates that around 5% of the world trade in
pharmaceuticals involves counterfeit products. Contraband activities in the pharmaceutical
sector are an especially great concern to law enforcement because of the public safety dangers
involved. The production of counterfeit drugs from inert or noxious substances is a particular
problem in developing countries.

(e) Contraband Software

Software counterfeiters operate on a commercial scale in most parts of the world. There is a
major problem, particularly in developing countries, involving small scale manufacturers
using relatively low-cost technology that allows duplication of software using recordable CD
burners. Pirated software is often sold at flea markets, through mail order and newspaper
advertisements and through the Internet. In many instances this software is substandard and
infected with viruses, which involve the purchaser in the unforeseen expense of sanitising
infected systems.

€y} Contraband Recorded Music

It is estimated that world-wide one in three recordings is pirated. The estimated CD
manufacturing capacity of a number of countries vastly outstrips local market needs. This
product inevitably finds its way into the hands of pirate manufacturers. In developing
countries, the pirating of local music has the effect of undermining the establishment of a
local music industry.
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1.5 Consumer Protection

Counterfeiting and piracy likewise have damaging consequences for consumers. They
generally involve: (i) extorting a higher price from consumers for the infringing product, than
they would be prepared to pay for copies; (ii) consumer deception about the quality of the
counterfeit product, with the consequent risk to health and safety; (iii) the absence of after-
sales service or any effective recourse in the event of damage or injury.

Counterfeiting and piracy are generally accompanied by deliberate cheating of the consumer
as to the quality entitled to be expected from branded products since counterfeit or pirated
products are produced without the quality checks imposed by public standards authorities and
by the brand proprietor, which will inevitably be concerned to protect the quality standards
associated with registered brands.

In addition to its economic impact, counterfeiting and piracy has been identified as having a
damaging effect upon public health in both developing and developed countries. The ICC has
reported that:

e Dozens of people died in Cambodia through taking ineffective, counterfeit malaria
medicines.

e Law enforcement in Zambia seized counterfeit shampoo containing acid.

e Body-builders and others buying steroids on the black market in Australia were sold
repackaged livestock steroids as human steroids.

e Diseased pig meat was used in counterfeit cans of pork luncheon meat in China.
e In India, counterfeit drugs were used to fight antibodies in Rh-D negative mothers.

The EC Green Paper "Combating Counterfeiting and Piracy in the Single Market" identified
the following examples of counterfeiting of medicines:

e In 1998 at least 60 counterfeit drugs including several popular painkillers and
antibiotics, were reported by the Brazilian Health Ministry as being distributed by
Brazil's pharmacies and hospitals;

e In Uganda the National Drug Authority discovered expired anti-bacterial drugs
labelled as a quinine mixture;

e Asian Pacific markets suffer from trade in vials of injectable antibiotic, retrieved from
hospital waste and refilled - with low-cost streptomycin, non-sterile starch powder,
talc, or other ingredients which can have serious, even fatal, consequences when
injected.

e Deaths in India, Pakistan, Bangladesh and Philippines have been directly linked to
talc-filled vials with clear signs of illicit recycling, plugs, plastic and aluminium
blisters reassembled, and labels replaced to provide new, later, expiry dates.

The World Health Organization in a reported that the use of ethylene glycol instead of
glycerine, led to the deaths of more than 500 patients in Argentina, Bangladesh, India, Nigeria
and Haiti. The lack of active ingredients in anti-malarials and the general danger that
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counterfeit and substandard medicines contribute to global antibiotic resistance.'' In a report
on counterfeit drugs in Brazil, the WHO reported that between 10% and 30% of drugs are
counterfeit. It appears that non-generics are counterfeited more than generics.'> Specifically,
the report referred to: birth control pills made with wheat; Prostate cancer drug without the
active ingredient and diet pills comprising dangerous concoctions of thyroid hormones,
tranquilizers, diuretics and laxatives to ensure rapid weight loss, leaving users suffering from
anxiety and other side effects like hepatotoxicity."

A similar WHO report on counterfeit drugs in Nigeria'* estimated counterfeits to number 40-
60% of all the drugs in the country. Counterfeit drugs include products with little or no active
ingredients or products for which active ingredients have been replaced by less expensive
alternatives, giving as examples: children’s deaths at Jos University Teaching Hospital, from
ingestion of paracetamol syrup adulterated with diethylene glycol; the seizure of blood
pressure medication containing chalk and insulin vials filled with sugar water; analgesics
passed off as antimalarials and medicines that have long expired are put back in the market,
relabeled with new dates.

The World Customs Organization reported:

e 89 people were killed in Haiti in 1995, having taken a paracetamol-based syrup
contaminated with glycol diethylene (a toxic chemical used in antifreeze).

A number of cases of counterfeit pharmaceuticals have been reported in China, including:

e Deaths from Chinese-made counterfeit diet pills that were found to contain banned
substances. "

e The Shenzhen Evening News, reported that approximately 192,000 people died in
China in 2001 because of fake drugs.

e On June 7, 2001, one major drug company (Novartis) testified in a House
Subcommittee that a counterfeit ring they uncovered produced “millions of yellow
tablets that were virtually indistinguishable from the genuine product made of boric
acid, floor wax and lead-based yellow paint used for road markings.”

In Nigeria, it has been reported that:

WHO, Counterfeit Drugs in Brazil: The Public Health Dangers and Potential Solutions, 2001,citing:
Reidenberg, M. & Conner, B. 2001, ‘Counterfeit and substandard drugs’, Clinical Pharmacology &
Therapeutics, vol. 69, no. 4, pp. 189-193; Williams, R. & Heymann, D. 1998, ‘Containment of
Antibiotic Resistance’, Science, vol. 279, no. 5354, pp. 1153-1154.

Citing Csillag, C. 1998, ‘Sao Paulo: Epidemic of counterfeit drugs causes concern in Brazil’, The
Lancet (Online), vol. 352, n0.28, p.553, Available: Northeastern University (Accessed 10 Mar. 2002);
Taylor, D. 1992. ‘Counterfeiting drugs can kill’, British Medical Journal (Online), vol. 304 no. 6823, p.
334, Available: Northeastern University (Accessed 10 Mar. 2002).

Citing: Pecoul, B., Chirac, P., Trouiller, P., & Pinel, J. 1999, ‘Access to Essential Drugs in Poor
Countries: A Lost Battle; Wall Street Journal 24 Aug. 2001, p. B1.

Ekinadese E. Aburime, Counterfeit Drugs in Nigeria and Current Interventions, WHO, 2003.

15 “Chinese Diet Pill Casualties Mount,” July 21, 2002;
www.cnn.com/2002/WORLD/asiapacf/east/07/21/japan.pills/index.html,
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e Almost 2500 people were killed in 1995 through injecting a supposed anti-meningitis
drug during an international vaccination campaign. A batch of this vaccine was
counterfeit.

e Brake shoes and linings made from compressed grass rather than friction material and
which burst into flames on testing, as well as eye drops which contained no active
ingredient and made from contaminated water, which could cause blindness if put into
an infected eye.

1.6 Cultural Effects

Intellectual property rights hold particular relevance for the cultural sector, especially in the
audiovisual sphere. The audiovisual medium is a particularly potent means for the
preservation of records of music, dance, performance, ritual and other non-written folkloric
forms. The lack of adequate protection of these cultural forms, would not only severely
undermine the development of a major economic sector but would, above all, pose a threat to
our heritage and cultural diversity. This is particularly the case where unauthorised
audiovisual works ignore the cultural sensitivity which may be required in the revelation and
depiction of these subjects.

This sector is particularly under threat from piracy, particularly in smaller states where there
are no economies of scale. The replacement of analogue by digital media has considerably
exacerbated the problem in that it has rendered copying both cheap and easy.

1.7 Impacts upon competition

Innovation has become one of the most important vectors of sustainable growth for
businesses, and of economic prosperity for society as a whole. Businesses must constantly
improve or renew their products if they wish to keep or capture market shares. Sustained
inventive and innovatory activity, leading to the development of new products or services,
puts businesses at an advantage in technological terms and is a major factor in their
competitiveness. Businesses often invest large amounts of money in research and
development and in the advertising and marketing of their products. This investment will not
be undertaken unless they are in a position to recoup their expenditures. Appropriate and
effective protection of intellectual property helps to establish the confidence of businesses,
inventors and creators and is a powerful incentive for investment, and hence for economic
progress.

Counterfeiting and piracy are detrimental to the proper functioning of competition. Since
counterfeit and pirated goods are, by definition, substitutes in the economic sense for lawfully
marketed goods which they imitate, the divergences in the cost base in for illegal operators
will also give rise to differences in the conditions of competition for the lawful operators.
Counterfeiters and the producers of pirate goods are saved the research and development costs
and the marketing costs of legitimate traders. Their free-riding enables them to capture an
increasing share of the market, thereby producing distortions in the conditions of competition
and to diversions of the natural trade flows of legal goods. The phenomena of counterfeiting
and piracy thus leads to the loss of turnover and market shares by legitimate businesses.
Additionally, they suffer the loss of future sales from the loss of brand image with their
customers. The spread of counterfeit and pirated products leads to a prejudicial downgrading
of the reputation and originality of the genuine products particularly when businesses gear
their publicity to the quality and rarity of their products. This phenomenon also involves
additional transaction costs for businesses (costs of protection, investigations, expert opinions
and disputes) and in certain cases may even lead to tort actions against the de facto right
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holder of the products marketed by the counterfeiter or pirate where the proof of good faith is
in doubt.
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2. Organizations Concerned with Intellectual Property Enforcement

2.1 International
(a) United Nations

On the initiative of the United Nations Office of Drug Control and Crime Prevention, a new
UN Convention against Transnational Organised Crime was promulgated in December 2000.
The Convention deals with, among other things, issues related to contraband and money
laundering and identifies the exclusion of criminal groups from legal businesses and markets
as a key strategy for dealing with organised crime. To that end, the Convention urges
governments to:

e Tighten cooperation between law enforcers and private entities, including industry.

e Promote codes of conduct for relevant professions, in particular lawyers, notaries
public, tax consultants and accountants;

e Prevent organised crime groups from manipulating bidding procedures for public
contracts as well as public subsidies and licences for commercial activity.

Moreover, the Convention notes the important contribution to the fight against organised
crime that be made by improving training and technical assistance in relation to monitoring
the movement of contraband. Its ultimate intention is to close the major loopholes that allow
organised crime to flourish and that block international efforts to combat it. The treaty is
intended to serve as a blueprint for countries to improve their systems to shut down
international criminal organisations, eliminate ‘safe havens’, protect witnesses and block
money laundering.

(b) The World Intellectual Property Organization (WIPO)

WIPO is the principal specialized agency of the United Nations system of organizations
which is concerned with the use and protection of intellectual property. It administers 23
international treaties dealing with different aspects of intellectual property protection. It
administers an extensive programme of co-operation for development with developing and
least developed countries under which it provides assistance in the drafting of legislation, as
well as training courses in all aspects of intellectual property protection.

WIPO administers a Cooperation for Development Program to enable developing countries
all over the world to establish or modernize intellectual property systems, consistent with
national objectives and requirements, and to utilize them for their social, economic and
cultural benefit. The Cooperation for Development Program undertakes its activities in close
cooperation with other WIPO activities and programs. These activities include expert advice
on intellectual property legislation in a number of specialized intellectual property areas,
awareness-raising and training activities as well as specific projects for the modernization of
national or regional IP systems.

The Cooperation for Development Program offers special services to developing countries in
the area of collective management of copyright and related rights and gives special attention
to the needs of least developed countries (LDCs).

The TRIPs Agreement expressly envisaged the possibility of cooperation, between the WTO
and WIPO in Article 63.2. As a matter of practice, the TRIPs Council has consulted with
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WIPO concerning the evolution of multilateral intellectual property norms. In December 1995
the WIPO and the WTO signed an agreement which establishes a framework for co-operation
in providing technical assistance to developing countries in relation to the implementation of
the TRIPs Agreement. The Agreement also provides for the mutual exchange of the laws and
regulations of both organizations. The TRIPs Council has agreed that both organizations
should use a uniform system for notification by Members of their intellectual property laws
and that this system should be administered by WIPO. The TRIPs Council has also agreed
that assistance will be provided by WIPO to Members in drafting TRIPs-compliant
legislation.

In 2002 WIPO established an Advisory Committee on Enforcement, in charge of global
enforcement issues, covering both industrial property and copyright and related rights. The
objectives of the Committee are: coordination of private sector and relevant organizations to
combat counterfeiting and piracy; public education; assistance; coordination to undertake
national and regional training programs for all relevant stakeholders and exchange of
information on enforcement issues through the establishment of an Electronic Forum. At the
same time WIPO established the Enforcement and Special Projects Division to serve as a
focal point for enforcement activities in the International Bureau. The Division has, inter alia,
the following responsibilities: the convening and supporting the annual meeting of the
Advisory Committee on Enforcement to consider intellectual property enforcement issues and
strategies; preparation of working documents, studies and surveys on topical issues relating
to the enforcement of intellectual property rights; administering the Electronic Forum on
Intellectual Property Enforcement Issues and Strategies (IPEIS), as a forum where all relevant
stakeholders can share information on national experiences pertaining to the enforcement of
intellectual property rights; cooperation and coordination with multilateral and regional
organizations and with non-governmental organizations in order to share expertise and
experiences in the field of the enforcement of intellectual property rights, including the
attendance of seminars, workshops and other meetings; promoting the understanding of the
international obligations and principles relating to the enforcement of intellectual property
rights and addressing the needs of Member States in developing and strengthening their
national and regional systems for the enforcement of intellectual property rights, including
correspondence, human resource development, participating in seminars and workshops,
advising national governments on the implementation of enforcement strategies, providing
legislative advice and technical assistance; and developing projects and information material
to enhance public awareness in the fight against counterfeiting and piracy.

WIPO’s contact particulars are:
WIPO, 34 chemin des Colombettes, Geneva, CH-1210, Switzerland

Web:www.wipo.int/

2.2 Inter-Governmental
(a) The World Trade Organization (WTO)

The WTO is an intergovernmental body dealing with the rules of trade between nations.
Signature and implementation of the TRIPS Agreement is a membership obligation of WTO
Member States. Oversight of the TRIPs Agreement is conferred upon the Council for TRIPS,
which was established by Article IV of the WTO Agreement. The functions of the Council for
TRIPS include: monitoring the operation of the Agreement (Art.68); review and, where
appropriate, amend the Agreement (Art. 71). The Council for TRIPS is also required by
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Art.68 ‘to afford Members the opportunity of consulting on matters relating to the trade-
related aspects of intellectual property rights’.

Article 69 of the TRIPs Agreement contains agreement on the part of Members that ‘they will
cooperate with each other with a view to eliminating international trade in goods infringing
intellectual property rights’. This cooperation will include the establishment and notification
of contact points in their administrations and a preparedness to ‘exchange information on
trade in infringing goods’. In particular, Art.69 identifies the promotion of ‘the exchange of
information and cooperation between customs authorities with regard to trade in counterfeit
trademark goods and pirated copyright goods’.

Article 67 provides for ‘technical and financial cooperation in favour of developing and least-
developed country Members’ on request and on mutually agreed terms and conditions, ‘in
order to facilitate the implementation’ of the TRIPS Agreement. The technical cooperation
envisaged in Art.67 includes “assistance in the preparation of laws and regulations on the
protection and enforcement of intellectual property rights as well as on the prevention of their
abuse, and shall include support regarding the establishment or reinforcement of domestic
offices and agencies relevant to these matters, including the training of personnel’. Assistance
with legislative drafting and training for WTO Members, is provided by WIPO, pursuant to its

co-operation agreement with WTO.

Information on intellectual property in the WTO, news and official records of the activities of
the TRIPS Council, and details of the WTO's work with other international intellectual
property rights organizations, can be found at:

http://www.wto.org/english/tratop_e/trips_e/trips_e.htm

Contact particulars:

World Trade Organization, Centre William Rappard,Rue De Lausanne 154, Case Postale,
GENEVA 21, CH-1211 SWITZERLAND

Web: www.wto.org
(b) World Customs Organisation (WCO)

Prior to 1995 the various national customs authorities were members of the Customs
Coordination Council (CCC), an inter-agency body which provided a forum for the discussion
of mutual concerns. With the inception of the TRIPS Agreement the CCC became renamed as
the World Customs Organization (WCO). It now comprises more than 150 member customs
administrations. Commencing on an informal basis with business funding, the WCO has
established an [PR Division and was an observer at the inaugural meeting of the TRIPS
Council.

In 1991 the G7 Group of Nations recommended that the CCC should develop an Action Plan
to strengthen co-operation between carriers and the enforcement authorities. The
recommendation led directly to the WCO "ACTION/DEFIS" programme (Alliance of
Customs and Trade for the Interdiction of Narcotics) a Customs/Trade partnership which
aimed initially at the interdiction of illicit narcotic drugs, but which has been gradually
extended to embrace other forms of border related crime, including IPR violations.

Under this programme, some 24 Memoranda of Understanding (MOUs) have been signed
with international trade associations. Important Memoranda, dealing specifically with IPR
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issues, have been concluded between the CCC and the International Federation of
Phonographic Institute (IFPI) in 1988, and by the WCO with the umbrella organization of the
mechanical copyright organizations (BIEM) in 1997 and the Motion Picture Association
(MPA) in 1997. In November 1998 a MOU was signed with INTERPOL providing a
framework for future international co-operation.

The WCO has promulgated model customs legislation designed to assist members in the
implementation of the TRIPS provisions.'® The model is designed to provide Customs
Administrations with a guide to best practice. In particular it is intended for those Customs
Administrations implementing intellectual property rights legislation for the first time and
those conducting legislative reviews or reforms. The Model Law is based on the border
control provisions of the TRIPS Agreement.

Additional information about the WCO can be found at www.wcoipr.org.

The contact particulars of WCO are:

WCO Headquarters

30, Rue du Marché

1210 Bruxelles

Belgium

Tel: 32.2.209.92.11

Fax: 32.2.209.92.92
information@wcoommd.org

WCO IPR Secretary
Amstelveenseweg 864
1081 JM Amsterdam
The Netherlands

Tel: 31 20 640 6363
Fax: 31 20 640 6216
wco(@snbreact.nl

(©) Interpol

The international police agency (Interpol) has identified counterfeiting and piracy as an
enforcement priority. The Secretary General of Interpol, recently stated that “Counterfeiting is
a fully fledged criminal activity. It is not peripheral to other criminal activities but at the very
heart of them." It established a Working Party on Product Counterfeiting and Piracy in 1994.
At the Interpol General Assembly (Rhodes, Greece, 2000) a resolution on IP crime was
adopted. It clearly mandated the Interpol General Secretariat to take action not only aimed at
raising awareness of the problem, but also to provide a strategic plan in close co-operation
with private industry and in the same year it finalised a co-operation agreement with the
International Chamber of Commerce (ICC).

The Interpol Intellectual Property Crime Action Group (IIPCAG) Group of Experts on IP
crime, comprising all the stakeholders including customs authorities, international agencies
and the private sector was created in July 2002. The group is intended to function as a forum
for the exchange of information and facilitation of investigations into IP offences and will

e The WCO IPR Model Legislation can be found at www.wcoipr.org
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also offer support through tailored training programs. The group will be multi-agency,
drawing its membership from public and private sectors.

During the initial meeting the IPR working group identified the following areas of focus for
the committee to review and provide recommendations to enhance cooperation and facilitate
enforcement actions.

Training. Identify international training needs at the strategic, operational and
legislative levels. Develop tailored IPR training programs

Best Practices. Identify methodologies for circulating details of successful IPR
programs (new legislation, training, IPR awareness, enforcement actions)

Information Exchange/Databases. Identify best-suited format and opportunities to
the exchange of timely information regarding emerging trends, product notices and
enforcement actions.

Contact Points. Establish a centralized repository of key worldwide contact
representatives within the law enforcement community and the private sector
regarding IPR matters.

Public Awareness. Identify and formulate strategies to highlight the overall IPR
impact and the efforts of Interpol and the working group. Identify and focus message
on key audiences.

Contact officer:

Interpol General Secretariat

Erik Madsen (Crime Intelligence Officer)
Financial and High Tech Crime Sub-Directorate
200, quai Charles de Gaulle

69006 Lyon

France

Phone: + 33 472 44 71 90

Fax: +3347244 7221

e.madsen@interpol.int

2.3 European Commission

The European Commission is the politically independent institution that represents and
upholds the interests of the European Union (EU). It is the driving force within the EU's
institutional system. It has four main roles:

to propose legislation to Parliament and the Council;
to manage and implement EU policies and the budget;
to enforce European law (jointly with the Court of Justice);

to represent the European Union on the international stage, for example by negotiating
agreements between the EU and other countries.
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In the specific field of the enforcement of intellectual property rights there have been a
number of important initiatives in the last 10 years.

In 1994 the EU adopted the Customs Regulation (Regulation (EC) No 3295/94), allowing
border control of imports of fake goods.

Later, in 1998, the Commission issued its Green Paper on Combating Counterfeiting and
Piracy in the Single Market'’. As a result of responses to the Green Paper, the Commission
presented an Action Plan, on 30 November 2000, comprising the following elements:

e Harmonisation among all EU members of legislation to protect intellectual property
rights.

e Improved law enforcement training programs.

e Education programs to raise awareness among consumers of the negative
consequences of purchasing counterfeit and pirated products.

e The launching of a study for defining a methodology for collecting, analysing and
comparing data on counterfeiting and piracy.

This Action Plan has been translated into a Directive'® published in April 2004, harmonising
the enforcement of intellectual property rights within the Community, a Regulation'
improving the mechanisms for customs action against counterfeit or pirated goods set by the
previous Customs Regulation, the extension of Europol’s powers to cover piracy and
counterfeiting, etc. Regarding the situation outside the borders of the Community the
European Commission has adopted a Strategy for the Enforcement of Intellectual Property
Rights in Third Countries®® in November 2004.

The European Community and its Member States devote substantial resources to technical
cooperation with States which wish to accede to membership of the European Union and with
countries of other continents. These include either specific bilateral cooperation or actions
fitting into a more general framework, such as preparation programs for WTO accession, or
general programs for developing business skills.

The European Commission is organised into departments, known as "Directorates-General"
(DGs) and "services" (such as the Legal Service). Each DG is responsible for a particular
policy area and is headed by a Director-General who is answerable to one of the
commissioners. It is the DGs that actually devise and draft the Commission's legislative
proposals and technical co-operation activities. A number of the Directorates General of the
European Commission are concerned with the enforcement of intellectual property rights;
foremost among these are: DG Trade, DG Taxation and Customs Union, DG Internal Market,
DG Justice and Home Affairs and DG Enterprise. The technical cooperation undertaken by
the DGs of the European Commission include: legislative advice, exchanges on how to
organize the administrative infrastructure, awareness promotion in the private sector and civil
society and human resources training and capacity building.

7" COM(98) 569 final

Directive 2004/48/EC, of the European Parliament and of the Council of 29 April 2004
Council Regulation (EC) No 1383/2003 of 22 July 2003

2 Commission Communication COM (2004) 709
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(a) Directorate General for Trade

DG Trade has responsibility, among other things, for devising and monitoring internal or
external intellectual property policies in accordance with the trade policies of the EU. A key
policy of the EU is to secure the better recognition and enforcement of intellectual property
rights. DG Trade's policy in the field of intellectual property consists of promoting the
implementation of effective standards for IP protection world-wide; promoting an adequate
enforcement of IPRs world-wide and participating in the fight against violations; ensuring that
IPRs are supportive to public health objectives, to innovation and to technology transfer; and
cooperating with developing and least developed countries, for which the introduction and
enforcement of intellectual property laws is quite a challenge.

DG Trade has been the main author of the recently approved Strategy for the Enforcement of
IPR in Third Countries.

The Enforcement Strategy focuses on the implementation and enforcement of existing IPR
laws. It proposes to describe, prioritise and co-ordinate the instruments available to the
European Commission for achieving its goal. It announces the identification of priority
countries and the implementation of specific measures in fields like technical assistance,
dispute settlement and other sanction mechanisms, political dialogue, partnerships with
private entities as well as with international organisations and countries sharing similar
concerns. Furthermore, it provides information to right-holders and other entities concerned
about such means and actions, and raises awareness for the importance of their role in the
fight against piracy, counterfeiting and other IPR violations.

In detail, the Strategy proposes:

o Identifying priority countries: EU action will focus on the most problematic countries
in terms of IPR violations. These countries will be identified according to a regular
survey to be conducted by the Commission among all stakeholders.

o Political dialogue, incentives and technical co-operation: ensuring that technical
assistance provided to third countries focuses on IPR enforcement, especially in
priority countries; exchanging ideas and information with other key providers of
technical co-operation, like the World Intellectual Property Organisation (WIPO), the
US or Japan, with the aim of avoiding duplication of efforts and sharing of best-
practices.

. IPR mechanisms in multilateral (including TRIPs), bi-regional and bilateral
agreements: raising enforcement concerns in the framework of these agreements more
systematically; consulting trading partners with the aim of launching an initiative in
the WTO TRIPs Council, sounding the alert on the growing dimension of the problem,
identifying the causes and proposing solutions and strengthening IPR enforcement
clauses in bilateral agreements..

o Dispute settlement - sanctions: recall the possibility that right-holders have to make
use of the EU’s Trade Barriers Regulation’ or of bilateral agreements, in cases of
evidence of violations of TRIPs; in addition to the WTO dispute settlement, recall the

*I Council Regulation (EC) No 3286/94, of 22 December 1994, laying down Community procedures in the

field of the common commercial policy in order to ensure the exercise of the Community's rights under
international trade rules, in particular those established under the auspices of the WTO.
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possibility to use dispute settlement mechanisms included in bilateral agreements in
case of non-compliance with the required standards of IPR protection.

Awareness raising: promote initiatives to raise public awareness about the impact of
counterfeiting (loss of foreign investment and technology transfer, risks to health, link
with organised crime, etc.) and make available to the public and to the authorities of
third countries concerned the present “Guidebook on Enforcement of Intellectual
Property Rights”.

Creation of public-private partnerships: supporting/participating in local IP networks
established in relevant third countries; using mechanisms already put in place by
Commission services (IPR Help Desk and Innovation Relay Centres) to exchange
information with right-holders and associations; build on the co-operation with
companies and associations that are very active in the fight against
piracy/counterfeiting.

(b) Directorate General, Taxation and Customs Union

The Customs Union is an essential element in the creation of an integrated single European
market and of a common commercial policy. The role of DG Taxation and Customs Union is
to maintain and defend the Customs Union and to ensure the uniform application of the
nomenclature and origin rules. The Directorate General takes full part in international
commercial negotiations which have an effect on the common customs policy and surveys in
particular the application of the rules of origin and the preferential trading systems.

In addition to their traditional activity of collecting duties, customs administrations are
entrusted with new tasks involving the protection of both the consumer and the legitimate
trader. The development of electronic and world trade, the current EU enlargement process
and the development of fraud and organised crime are many factors forcing the customs
administrations to adopt a new strategies to deal with counterfeiting and piracy.

On 22 July 2003, the Council of Ministers of the European Union adopted a new regulation
on customs and counterfeiting. The revised Regulation™:

extends the scope of the Regulation to cover more intellectual property rights such as
plant variety rights, geographical indications, designations of origin:

improves the quality of the information provided by the owner of the rights to the
customs services when a request is made for action. In addition the period of validity
and the form of requests have been standardised and the use of computer links to make
requests is encouraged:

abolishes fees and guarantees so as to help small and medium sized companies (SMEs)
to use the system without incurring costs. The idea of guarantees is replaced by having
the owner of the rights enter into an agreement to pay instead:

extends the scope of the " ex officio " procedure; which allows the customs authorities
to react without a prior application for action. The use of this possibility has been
considerably extended; which should be of particular benefit to SMEs:

Which replaces Council Regulation (EC) No 3295/94.
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. increases the quality and amount of information given by customs to intellectual
property right holders.

. allows samples to be given to the owners of the intellectual property rights; but only
for analysis in order to be able to pursue the procedure:

. ends the need for the owner of the intellectual property right to take an action on the
merits of the case before being able to have the goods destroyed with the agreement of
the holder of the goods or the person who declared the goods to customs; this should
reduce the costs involved in some cases:

. allows for checks on of travellers to make sure that the use of couriers or 'mules' does
not conceal a large flow of goods; in current legislation this kind of import, providing
it falls imports within the limits set out for granting customs duty free allowances, falls
outside the scope of the law. This is an important change for the owners of the rights
concerned.

(c) Directorate General, Internal Market

The internal market is one of the essential cornerstones of the European Union. It is the
culmination of the Treaty of Rome which provided for the creation of a "common market"
based on the free movement of goods, persons, services and capital. The idea of unifying the
markets of Member States ties in with the objective of economic and political integration. The
Treaty establishing the European Community (the EC Treaty) provides for the activities of the
Community to include "a system ensuring that competition in the internal market is not
distorted" and "the approximation of the laws of Member States to the extent required for the
functioning of the common market".

The Internal Market DG focuses in particular on the "knowledge-based" aspects of the Single
Market. Its work is partly concerned with traditional instruments regulating the market, such
as harmonising the laws of the Member States relating to industrial property rights to avoid
barriers to trade. The aim is also to create unitary systems for the protection of such rights
with Community-wide effect through the filing of one single application for protection
(Community trade marks, designs and patents). The Internal Market DG is also increasingly
concerned with ensuring that the Single Market functions properly in the Information Society
and the fight against Counterfeiting. A fundamental discussion on the principle of Community
exhaustion of trade mark rights and its economic effects on innovation, employment and
prices are also handled by the Internal Market DG, as well as the discussions on Enlargement.
There has been significant intellectual property harmonisation in the EU to do away with
barriers to trade and to adjust the framework to new forms of exploitation. The Internal
Market DG's task is to enforce this "acquis" and to modernise and adapt it to new
developments in technology or the markets concerned (eg. directive on copyright and related
rights in the Information Society). It is also involved in international negotiations to improve
IPR internationally.

One of the most important contributions of the Internal Market DG in this field has been the
Directive on the enforcement of intellectual and industrial property rights® that was adopted
in April 2004. The Directive requires all 25 EU Member States to apply effective, dissuasive
and proportionate remedies and penalties against those engaged in counterfeiting and piracy
and so create a level playing field for right holders in the EU. It sets a two years' deadline for
implementation by all Member States. Consequently, by April 2006, EU Member States will

B Directive 2004/48/EC.
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have a similar set of measures, procedures and remedies available for right-holders to defend
their intellectual property rights if they are infringed.

The new Directive brings national legislation across the EU on civil sanctions and remedies
closer into line with what was identified to constitute “best practice” in one or several
member states. It includes procedures covering evidence and the protection of evidence and
provisional measures such as injunctions and seizure. Remedies available to right holders
include the destruction, recall or permanent removal from the market of illegal goods, as well
as financial compensation, injunctions and damages. There will be a right of information
allowing judges to order certain persons to reveal the names and addresses of those involved
in distributing the illegal goods or services, along with details of the quantities and prices
involved.

The Directive also signals to member states certain measures, such as the publication of
judicial decisions and the development of professional codes of conduct, that contribute to the
fight against counterfeiting and piracy.

Under the Directive, member states will have to appoint national correspondents to cooperate
and exchange information with each other and with the European Commission. As well as
benefits for right holders, the Directive contains appropriate safeguards against abuse, ensures
the rights of the defence and includes references to the protection of personal data and
confidential information.

(d) Directorate General, Enterprise

DG Enterprise has established the IPR-Helpdesk (www.IPR-Heldesk.org) Its main objective
is to assist potential and current contractors taking part in European Community funded
research and technological development projects on intellectual property rights (IPR) issues.
The IPR-Helpdesk advises also on Community diffusion and protection rules and other issues
relating to IPR in international research projects. Another more global objective of the action
is to raise awareness of the European research community on IPR issues, emphasising their
European dimension. Additionally, the IPR Helpdesk runs a number of training courses and
information seminars on intellectual property matters.

(e) DG Justice, Freedom and Security

DG Justice, Freedom and Security has shared regulatory responsibilities when IPR
enforcement is linked with law enforcement both within and outside the Community. This DG
is currently working on a legislative initiative on approximation of national legislation and
sanctions on counterfeiting and piracy.

Specific “field” operations in the same area will be handled by the European Anti-Fraud
Office (OLAF).

f) Others

DG Development and DG External Relations coordinate, both centrally and via the EU
Delegations in third countries, Community assistance to developing countries and least-
developed countries, including in the area of Trade, while the Europe Aid Cooperation Office
(AIDCO) manages any technical assistance programmes.

Finally, DG Agriculture is responsible for internal and external EU policy and for EU
legislation concerning geographical indications in agriculture and leads negotiations in these
matters.
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2.4 Industry Bodies

In order to combat counterfeiting and piracy measures, various industry associations have
begun to concern themselves with observing market trends, advising and supporting the
industries concerned, collaborating with the enforcement authorities, monitoring suspect
activities and detecting acts of counterfeiting and piracy, keeping the public informed and,
where necessary, convincing the government of the need to amend the law. Listed at Annex I
are the key industry-based organisations which are concerned with intellectual property
enforcement.
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3. The Regulation of Counterfeiting and Piracy under TRIPS

3.1 Overview

The principal motive for including intellectual property rights as a subject of the Uruguay
Round of the GATT was the perception that the existing international intellectual property
regime lacked effective enforcement. The Ministerial Declaration of 20 September 1986
which launched the Uruguay Round explained that:

In order to reduce the distortions and impediments to international trade, and taking
into account the need to promote effective and adequate protection of intellectual
property rights, and to ensure that measures and procedures to enforce intellectual
property rights do not themselves become barriers to legitimate trade, the negotiations
shall aim to clarify GATT provisions and elaborate as appropriate new rules and
disciplines.

Negotiations shall aim to develop a multi lateral framework of principles, rules and
disciplines dealing with international trade in counterfeit goods, taking into account
work already undertaken in the GATT.

Consequently, Part III of the TRIPS Agreement obliges Members to establish a
comprehensive enforcement regime.

The five paragraphs of Article 41 enunciate the general enforcement obligations which are
incumbent upon Members. Articles 42 to 50 set out the civil and administrative procedures
and remedies which are required to be offered intellectual property rights holders. Article 61
requires the institution of criminal procedures and remedies in the case of wilful trademark
counterfeiting or copyright piracy on a commercial scale’. A significant innovation is the
scheme for the border control of intellectual property counterfeiting which is contained within
Articles 51 to 60, which is discussed in the next chapter. As a corollary to the enforcement
provisions of the Agreement, measures are adopted in Articles 63 and 64 for the
establishment of multilateral consultation and dispute settlement procedures.

3.2 General Enforcement Obligations

Article 41.1 of the TRIPS Agreement imposes upon Members of the WTO the general
obligation to make available the enforcement procedures listed in the Agreement ‘so as to
permit effective action against any act of infringement of intellectual property rights’ covered
by the Agreement. These procedures are required also to include ‘expeditious remedies to
prevent infringements and remedies which constitute a deterrent to further infringements’.
Consistent with the general trade liberalization objectives of the WTO, these procedures are
required to be ‘applied in a manner as to avoid the creation of barriers to legitimate trade and
to provide for safeguards against their abuse’.

In amplification of the latter qualifications, Art.41.2 requires that ‘[p]rocedures concerning
the enforcement of intellectual property rights shall be fair and equitable’. More specifically,
the paragraph requires that procedures ‘shall not be unnecessarily complicated or costly, or
entail unreasonable time-limits or unwarranted delays’. In most countries some degree of
delay is an inevitable consequence of the generally increasing work load which the court
system has to bear. To ameliorate the situation, as far as the enforcement of intellectual
property rights is concerned, some countries, such as the UK, have adopted the expedient of
conferring an intellectual property jurisdiction upon lower courts in relation to smaller
matters. Alternatively, countries such as Thailand, have announced the establishment of
entirely new courts to hear intellectual property matters. However, it should be noted that
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Art.41.5 declares that it should be understood that the scheme for the enforcement of
intellectual property rights contained in the TRIPS Agreement did not ‘create any obligation
to put in place a judicial system for the enforcement of intellectual property rights distinct
from that for the enforcement of law in general’.

Article 41.3 requires that ‘[d]ecisions on the merits of a case shall preferably be in writing and
reasoned’ and that they ‘shall be made available at least to the parties to the proceeding
without undue delay’. Due process is also required by the paragraph which insists that
‘[d]ecisions on the merits of a case shall be based only on evidence in respect of which parties
were offered the opportunity to be heard’.

An opportunity for judicial review of final administrative decisions and ‘the legal aspects of
initial judicial decisions on the merits of a case’ is required by Art.41.4. However, para.4
provides that there is ‘no obligation to provide an opportunity for review of acquittals in
criminal cases’.

Article 41.5 contains a general declaration of the understanding that the enforcement of
intellectual property rights in a Member country should be in no better position than the
enforcement of any other rights. Thus not only is there no obligation to establish a separate
court system for the enforcement of intellectual property rights, but also Art.41.5 provides
that there is no ‘obligation with respect to the distribution of resources as between the
enforcement of intellectual property rights and the enforcement of law in general’. However,
this provision is subject to the preceding obligations to provide enforcement procedures
which are, for example, expeditious and which provide interested parties an opportunity to be
heard and with an opportunity for appeal on the merits of a case. These obligations will
inevitably involve the deployment of resources and, depending on the existing level of
funding received by the judicial sector in a country, may require the preferential allocation of
resources to the judicial enforcement of intellectual property rights.

3.3 Civil Procedures

In relation to the intellectual property rights covered by the TRIPS Agreement, Article 42
requires Members to make available civil judicial procedures for the enforcement of those
rights to rights holders, including federations and associations having legal standing to assert
such rights. Article 42 requires that these procedures are fair and equitable in that defendants
are entitled to ‘written notice which is timely and contains sufficient detail, including the
basis of the claims’.

Representation by independent legal counsel is also required by Art.42. All parties to such
procedures ‘shall be duly entitled to substantiate their claim and to present all relevant
evidence’, without the procedures imposing ‘overly burdensome requirements concerning
mandatory personal appearances’.

Finally, Art.42 provides that the procedure ‘shall provide a means to identify and protect
confidential information, unless this would be contrary to existing constitutional
requirements’.

3.4 Evidence
(a) Discovery and interrogatories

As is conventional in civil proceedings in most jurisdictions, Art.43.1 provides for procedures
in the nature of discovery and the administration of interrogatories, once a party has
‘presented reasonably available evidence to support its claims and has specified evidence
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relevant to substantiation of its claims which lies in the control of the opposing party’. A
concern which is particularly acute in patent actions is that these pre-trial procedures may
result in trade secrets being revealed. Article 43.1 provides that the production of evidence
may be compelled, ‘subject in appropriate cases to conditions which ensure the protection of
confidential information’. In the UK a plaintiff is required in these circumstances to show that
there are ‘formidable grounds’ for suspicion that the defendant is infringing a plaintiff’s
rights. Where there are concerns about the disclosure of trade secrets to a commercial rival the
court may require the inspection of discovered evidence by an independent expert.

In the event that a party to a proceeding ‘voluntarily and without good reason refuses access
to, or otherwise does not provide necessary information within a reasonable period, or
significantly impedes a procedure relating to an enforcement action,” Art.43.2 permits
Members to accord the judicial authorities ‘the authority to make preliminary and final
determinations, affirmative or negative on the basis of the information presented to them’.
This will include ‘the complaint or the allegation presented by the party adversely affected by
the denial of access to information’. Article 43.2, does however provide the opportunity for
the parties to be heard on the allegations or evidence.

(b) Securing and Preserving Evidence

In cases of copyright piracy or trademark counterfeiting, the defendant will not usually remain
available to answer interrogatories or to discover documents. Indeed, on detection, relevant
evidence will immediately be removed or destroyed. To deal with this situation the English
Court of Appeal in Anton Piller v Manufacturing Processes’* approved a procedure whereby
on an ex parte application in camera, an order would be granted to an applicant that the
defendant, advised by his legal representative, grant access to the applicant to inspect the
defendant’s premises to seize, copy or photograph material which may be used as evidence of
the alleged infringement. The defendant may be obliged to deliver up infringing goods, and
tooling and may also be obliged to provide information about sources of supply and about the
destination of infringing products.

A similar procedure, the saisie-contrefacon, has been developed by the French courts.
Because of the exceptional nature of these orders, in their impact upon an individual’s civil
rights, after the demonstration that there is a very strong prima facie case of infringement, the
courts have insisted upon proof that there is a strong possibility that evidence in the
possession of a defendant is likely to be destroyed before an application inter partes can be
made. Additionally, the British courts have insisted upon the safeguards of the attendance
upon a search, conducted in business hours, by both parties’ legal representative, sometimes
with a neutral supervising solicitor who has experience in the execution of these orders.
Refusal to comply with a seizure order will result in a contempt of court. On the other hand
the use of the order for abusive purposes may result in the grant of substantial compensation
to a defendant.

The saisie-contrefacon and Anton Piller order is adopted in the scheme which is provided in
Art.50 of the TRIPS Agreement for the making of ‘provisional measures’ by the judicial
authorities. Article 50.1 provides that the judicial authorities shall have the authority ‘to order
prompt and effective provisional measures: ‘(b) to preserve relevant evidence in regard to the
alleged infringement’.

2 [1976] RPC 719.
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As with the Anton Piller order, Art.50.2 permits the judicial authorities ‘to adopt provisional
measures inaudita altera parte where appropriate, ...where there is a demonstrable risk of
evidence being destroyed.” Also the judicial authorities may have authority pursuant to
Art.50.3 ‘to require the applicant to provide any reasonably available evidence in order to
satisfy them with a sufficient degree of certainty that the applicant is the right holder’ and that
an infringement has occurred or is imminent. Additionally, Art 50.5 provides that to assist the
authority which will enforce the provisional measure, ‘the applicant may be required to
supply other information necessary for the identification of the goods concerned’

As with measures to prevent abuse and to protect a defendant’s rights, Art. 50.3 provides for
an applicant to be ordered ‘to provide a security or equivalent assurance’ and Art.50.4
provides that where provisional measures have been adopted inaudita altera parte, notice
must be provided to the affected parties ‘without delay after the execution of the measures at
the latest’. Paragraph 4 also provides for ‘a review, including a right to be heard’ upon the
request of the defendant ‘with a view to deciding, within a reasonable period of notification of
the measures’ whether they should be ‘modified, revoked or confirmed’. Additionally, if
proceedings leading to a decision on the merits of the case have not been initiated within a
reasonable period, Article 50.6 permits the defendant to request the revocation of the
provisional measures or for a determination that they cease to have effect.

Similar to the safeguards which have been developed in relation to the saisie-contrefagon and
Anton Piller procedure, Art 50.7 provides for the compensation of a defendant where ‘the
provisional measures are revoked or where they lapse due to any act or omission by the
applicant, or where it is found subsequently that there has been no infringement or threat of
infringement of an intellectual property right’.

3.5 Injunctions
(a) Introduction

A civil remedy which is important for the preservation of intellectual property rights is
injunctive relief. This is particularly the case where infringement may damage or undermine
the establishment of a commercial reputation immediately upon the launching of a new
product. Similarly, where the widespread counterfeiting of a trademarked product may have
the effect of destroying the distinctiveness of a proprietor’s mark, thereby rendering the
trademark registration voidable. Article 44 permits the conferral upon the judicial authorities
the power ‘to order a party to desist from an infringement, inter alia, to prevent the entry into
channels of commerce in their jurisdiction of imported goods that involve the infringement of
intellectual property rights’.

The injunctions which may be granted under Article 44 are grounded upon infringing
conduct. Where proof of consumer deception is the central feature of the infringement, the
remedy proffered by Art. 44 may be rendered nugatory where a sufficient time is required to
provide an opportunity for consumers to become deceived. After this has occurred, it might be
futile to hope that this deception can be undone. In this circumstance the provision of
interlocutory relief is essential.

(b) Provisional injunctions

Article 50.1 provides that the judicial authorities ‘shall have the authority to order prompt and
effective provisional measures...(a) to prevent an infringement of any intellectual property
right from occurring’. The trade-related context of this remedy is emphasised by the
supplementary particularization in sub-paragraph (a) that provisional measures may be taken
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‘to prevent the entry into the channels of commerce in their jurisdiction of goods including
imported goods immediately after customs clearance.

As a matter of practice the provisional injunction, although it is only intended to have a
preservative effect, will actually be the basis of the final determination of parties’ rights, as it
is very seldom that after the interlocutory hearing, the defeated party will proceed to the
determination of final relief. If an appeal is to be taken, it will usually be on the issue of
interlocutory relief. Provision is made in Art.50.6 for a defendant to request that provisional
measures be revoked ‘if proceedings leading to a decision on the merits of the case are not
initiated within a reasonable period, to be determined by the judicial authority’. Where such a
period is not determined, Art. 50.6 prescribes 20 working days or 31 calendar days, whichever
is the longer.

Here the damage claimed will easily be compensable by way of damages, the court may lean
against the grant of injunctive relief, this will particularly be the case where the grant of a
provisional injunction will have a significant impact upon the business of the defendant. On
the other hand, where the claimed infringement may be likely to have a significantly
deleterious impact upon the business of the applicant, the court may consider the
inconvenience to the respondent to be accommodated by an undertaking by the applicant or
by the payment by it of monies into court in anticipation of compensation or costs being
granted to the respondent. These principles are adopted in Art.50.7 which provides that

where the provisional measures are revoked or where they lapse due to any act or
omission by the applicant, or where it is subsequently found that there has been no
infringement or threat of infringement of an intellectual property right, the judicial
authorities shall have the authority to order the applicant upon request of the
defendant, to provide the defendant appropriate compensation for any injury caused
by these measures.

(©) Final injunctions

Article 44 permits the judicial authorities ‘to order a party to desist from infringement, inter
alia, to prevent the entry into channels of commerce in their jurisdiction of imported goods
that involve the infringement of an intellectual property right’.

The remedy of injunction is usually granted on a discretionary basis. Among the factors
considered are whether: (a) damages provides an adequate remedy; (b) the order will require
constant supervision by the court; (c) the applicant has engaged in some disentitling conduct,
such as its own infringing activity; and (d) the applicant has delayed in seeking its remedy or
has acquiesced in the respondent’s conduct.

Another discretionary ground which is contained in Art.44 is that Members are not obliged to
accord the remedy of injunction ‘in respect of protected subject matter acquired or ordered by
a person prior to knowing or having reasonable grounds to know that dealing in such subject
matter would entail the infringement of an intellectual property right’. It is difficult to see the
justification for this qualification and how it will operate in practice. Article 50 permits the
grant of provisional measures to prevent an infringement occurring on the application of a
single party, where appropriate. A respondent may at that time discover that the products
which it has purchased are infringing, but it cannot be enjoined from selling those products
under Art.44, since it acquired the knowledge of infringement after the date of the contract of
acquisition. Some sense may be made of this qualification by virtue of the fact that the
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respondent would still be liable to pay damages if it persisted in distributing infringing
products.

3.6 Damages and Compensation

Article 45.1 provides that the judicial authorities shall have the authority to order ‘the
infringer to pay the rights holder damages adequate to compensate for the injury...suffered
because of an infringement of that persons intellectual property right by an infringer who
knowingly, or with reasonable grounds to know, engaged in infringing activity’.

There is no assistance contained in Art.45.1 to deal with the complex issue of quantifying the
damages suffered as the result of an intellectual property infringement. Where the plaintiff
and defendant are competitors, the measure of damages is likely to be what the defendant
would have had to pay for a licence if one had been requested. Alternatively, the court may
look to the losses which the plaintiff has suffered, which are conveniently assessed on the
basis of the profits made by the defendant.

A particular problem arises in with assessing the losses suffered by a trader where the parties
do not compete in the same market. For example, in the case of the counterfeiting of prestige
branded products, invariably the defendants are the producers of large quantities of inferior
products which are sold to an entirely different class of consumer to those which purchase the
genuine article. Infringement is undeniable, but the plaintiff will not directly have lost
customers to the counterfeiter. On the other hand some customers may have been lost if the
presence of large quantities of counterfeits has depreciated the cachet of the genuine product.
The computation of the plaintiff’s losses in this situation will be extremely difficult.

Article 45.1 is couched in the language of compensation for injury suffered. An alternative
approach may have been to provide the option for the defendant to provide an account of
profits. Obliging a counterfeiter of low quality products to disgorge its profits, obviates the
difficult calculation of the impact which the sale of those counterfeits may have upon the
business of the trademark owner.

3.7 Guilty Knowledge

Article 45.1 provides for compensation orders against infringers ‘who knowingly, or with
reasonable grounds to know, engaged in infringing activity’. A general standard of
reasonableness is usually applied to the question of guilty knowledge. The courts have taken
the view, for example that a person who copies a new product ought to have inquired whether
it was patented. Conventionally, the existence of relevant knowledge is sought to be
established by the delivery of a cease and desist letter to an infringer. A continuation of
infringing activity after receipt of such a letter is evidence of guilty knowledge.

Article 45.2 permits Members to authorise the judicial authorities ‘to order the recovery of
profits and/or payment of pre-established damages even where the infringer did not
knowingly, or with reasonable grounds to know, engage in infringing activity’. This sort of
remedy is usually ordered in cases of unfair competition or passing off.

3.8 Costs

Article 45.2 permits judicial authorities ‘to order the infringer to pay the rights holder
expenses, which may include appropriate attorney’s fees’. These expenses can also include
court filing fees, witnesses expenses and any costs involved in preparing evidence.
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3.9 Other Remedies

Article 46, under the justification of creating an effective deterrent to infringement, allows
Members to empower the judicial authorities ‘to order that the goods which they have found
to be infringing be, without compensation of any sort, disposed of outside the channels of
commerce in such a manner as to avoid any harm caused to the rights holder’. Alternatively,
where existing constitutional requirements so permit, the infringing goods may be destroyed.
A constitutional obstacle which exists in some jurisdictions is the obligation to provide ‘just
terms’ for any goods which are compulsorily acquired.

A supplementary power which is conferred upon the judicial authorities is the power ‘to order
that materials and implements, the predominant use of which has been in the creation of the
infringing goods’ be similarly disposed of outside the channels of commerce’ in such a
manner as ‘to minimise the risks of further infringements’.

In considering requests for orders to dispose of or destroy infringing goods and equipment
used to produce such goods, the judicial authorities are required to take into account ‘the need
for proportionality between the seriousness of the infringement and the remedies ordered as
well as the interests of third parties’. In the case of counterfeit trademark goods, Art. 46
indicates that ‘the simple removal of the trademark unlawfully affixed shall not be sufficient,
other than in exceptional cases, to permit the release of goods into the channels of commerce’.

3.10 Right of Information

A particularly useful innovation is the authority which is conferred by Art.47 ‘to order the
infringer to inform the right holder of the identity of third persons involved in the production
and distribution of the infringing goods or services and of their channels of distribution’.
Article 47 counsels the exercise of this power where it is not ‘out of all proportion to the
seriousness of the infringement’. No guidance is provided as to how seriousness is to be
evaluated nor whether the touchstone of seriousness is damage to the party seeking the
information, or whether from the perspective of the public interest in suppressing wrongful
acts. For example, the large-scale counterfeiting of low quality trademarked goods may be of
minimal concern to a trader producing high quality products which are not likely to be
confused with the counterfeiter’s products. However there may be a public interest in the
protection of consumers from the poorer quality goods. There may also be a more
fundamental public interest in inculcating an ethos of commercial morality.

3.11 Indemnification of the Defendant

Where ‘enforcement measures have been abused’ Art.48.1 provides that the judicial
authorities shall have the authority to order a party ‘at whose request enforcement measures
were taken’ to provide ‘adequate compensation for the injury suffered because of such abuse’
to a person wrongfully enjoined or restrained. Article 48.1 also provides for the applicant to
be ordered to pay the defendant’s ‘appropriate attorney’s fees’.

3.12 Exemption of public officials

A problem about which rights holders have complained in some jurisdictions is the caprice
and abusiveness of the implementation of administrative procedures by public officials
concerned in the enforcement of intellectual property rights. This is perceived to be
particularly the case where the litigant is a foreign party. Public officials have been able to
shelter behind the immunity which is invariably attached to their office. Article 48.2 provides
that in relation to the administration of any law pertaining to the enforcement of intellectual
property rights, exemption will be provided to public authorities and officials ‘only...where
actions are taken or intended in good faith in the course of the administration of that law’.
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3.13 Criminal Sanctions
(a) Overview

Article 61 provides that Members shall provide for criminal procedures and penalties ‘to be
applied at least in cases of wilful trademark counterfeiting or copyright piracy on a
commercial scale’. Among the criminal sanctions which are listed in the Article are:
‘imprisonment, and/ or monetary fines sufficient to provide a deterrent, consistently with the
level of penalties applied for fines of a corresponding gravity’. Also in appropriate cases,
Art.61 provides for ‘the seizure, forfeiture and destruction of the infringing goods and any
materials and implements the predominant use of which has been in the commission of the
offence’.

Article 61 also provides for criminal procedures and penalties to be applied in other cases of
infringement of intellectual property rights, ‘in particular where they are committed wilfully
and on a commercial scale’.

(b) Standard of proof

A consequence of providing for ‘criminal procedures’ in the case of certain wilful
infringements is that a higher standard of proof will apply than that which is required in civil
proceedings. In systems of justice derived from the British model the standard will be beyond
reasonable doubt. The burden of proof will usually be carried by the prosecution. Where
defences exist, the defendant will usually carry the burden of making out the defence, usually
on the balance of probabilities.

(©) Knowledge

Article 61 permits the institution of criminal penalties in the case of wilful infringement. As a
matter of practice it is not uncommon in intellectual property disputes for a complainant to
send a cease and desist notice to an alleged infringer to put them on notice that they may be
infringing the complainant’s intellectual property rights. This may, however, be unrealistic in
cases of large-scale copyright piracy and trademark counterfeiting, particularly where the
perpetrators may be involved in organized crime.

A particular problem in proving the wilfulness of corporate defendants is in identifying the
persons whose state of mind is relevant to the culpability of the corporation. Generally
speaking, a company is liable for the acts and knowledge of persons who could be described
as part of the directing mind and will of the company. These would include the board of
directors, the managing director and other superior officers who carry out the functions of
management and who speak for the company. The persons who are treated in law as the
company are to be found by identifying those natural persons who by the memorandum and
articles of association, or as the result of action taken by the directors, or by the company in
general meeting pursuant to the articles, are entrusted with the exercise of the powers of the
company.

(d) Quantification of penalties

The degree of wilfulness or deliberation in the infringing conduct will have a bearing on the
size of any pecuniary penalties which are imposed. Also relevant as a quantification factor
will be the multiplicity of offences by a defendant and the recurrence of similar offences.
Article 61 also refers to the deterrent effect of penalties. This will involve a consideration of
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the capacity of the defendant to pay, the incentives for wrongdoing and the likelihood of
recurrence.
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4. Border Measures for the Protection of IPR

4.1 Overview

A key feature of the TRIPS Agreement is the obligation of members to introduce border
measures for the protection of intellectual property rights. Given the concern about the trade
in pirated and counterfeit goods which precipitated the interest of GATT in intellectual
property protection, it was probably to be expected that the architects of the TRIPS
Agreement would look to the customs authorities to assist in the interdiction of this trade. It is
obviously more effective to seize a single shipment of infringing products while they are in
transit, rather than to await their distribution in the market. Section 4 of Part III establishes a
scheme for suspension of the release into circulation of suspected counterfeit trademark or
pirated copyright goods. This suspension may be on the application of a right holder or
pursuant to ex officio action by the border authorities.

The stratagem of utilizing border seizure to control the trade in infringing goods is
foreshadowed in the Paris Convention, which in Art.9(1) provides that ‘all goods unlawfully
bearing a trademark or trade name shall be seized on importation into those countries of the
Union where such mark or trade name is entitled to protection’. It was envisaged in Art.9(3)
that this seizure would take place at the request of ‘the public prosecutor, or any other
competent authority, or any interested party’. The Paris Convention contains no provisions
providing for the seizure upon importation of other intellectual property infringements.

In any event, as a matter of practice, although a number of countries had provided for the
seizure by customs authorities of goods bearing infringing trademarks, this was more
symbolic than real. The priorities for customs authorities had been the collection of trade-
related revenues and the control of the trade in weapons, drugs and noxious substances. Their
resources and expertise did not equip them to deal with the trade in intellectual property
infringements. The identification of intellectual property protection as a trade-related issue
has obliged the customs authorities to reorder their priorities.

4.2 Suspension of release of goods by Customs authorities

The key border control provision of the TRIPS Agreement is Article 51 which requires
Members to

adopt procedures to enable a right holder, who has valid grounds for suspecting that
the importation of counterfeit trademark or pirated copyright goods may take place, to
lodge an application with competent authorities, administrative or judicial, for the
suspension by the customs authorities of the release into free circulation of such
goods.

As a footnote to this provision, the term ‘counterfeit trademark goods’ is defined to mean ‘any
goods, including packaging, bearing without authorization a trademark which is identical to
the trademark validly registered in respect of such goods, or which cannot be distinguished in
its essential aspects from such a trademark, and which thereby infringes the rights of the
owner of the trademark in question under the law of the country of importation’. The term
‘pirated copyright goods’ is defined to mean ‘any goods which are copies made without
consent of the rights holder in the country of production and which are made directly or
indirectly from any article where the making of that copy would have constituted an
infringement of a copyright or a related right under the law of the country of importation’.

In addition to the suspension of release of goods involving a suspected counterfeit trademark,
or which are pirated copyright goods, Article 51 also provides that an application for
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suspension may also be made in respect of other intellectual property rights infringements,
such as carrying ornamentation which infringes a registered design or involving production in
breach of a patented process.

The Article also provides that the procedures for the suspension of imported goods also apply
to the ‘release of infringing goods destined for exportation from their territories’. On its
wording this provision could permit the seizure of goods originating within the country served
by the customs authority, as well as good which are in transit, having originated in another
country. As a matter of practice, the customs authorities are not particularly well suited to
dealing with goods which are being shipped from the hinterland as the perspective of the
customs authorities tends to be outward facing. However, there is no reason why they cannot
scrutinize goods passing in both directions.

The Article does not apply to a Member of the WTO which ‘has dismantled substantially all
controls over movement of goods across its border with another Member with which it forms
part of a customs union’. For example, the EU provides in its statutes for the free movement
of goods between member countries.

4.3 Application process
Article 52 provides that

Any right holder initiating the procedures under Article 51 shall be required to
provide adequate evidence to satisfy the competent authorities that, under the
laws of the country of importation, there is prima facie an infringement of the
right holder’s intellectual property right and to supply a sufficiently detailed
description of the goods to make them readily recognizable by the customs
authorities.

In relation to those intellectual property rights which are obtained by registration, such as
trademarks, registered designs and patents, it would be reasonable for a customs authority to
require submission of documentary proof of ownership of that right, such as a copy of the
relevant registration certificate, by an applicant for suspension. Particular problems will arise
in relation to those rights which do not arise from registration in the jurisdiction. In practice,
the most important of these will be well-known trademarks and copyrighted works.

Well-known trademarks are those which have such a great international reputation that they
are capable of protection in a country even without registration. Where the proprietor of a
well-known mark applies to suspend the release into free circulation of goods which allegedly
infringe a well known trademark, the customs authorities will be obliged, first, to determine
the well-known status of the mark; and secondly, in the absence of registration documents, to
determine whether the goods which are the subject of the application, infringe the well-known
trademark. This will require the border authorities to develop some intellectual property
expertise, or the development of close liaison with the intellectual property authorities.

A similar problem will arise in relation to pirated goods where the border authorities will have
to develop sufficient expertise to be able to satisfy itself on the question of ownership of
copyright and on the subject of infringement.

Following receipt of an application for suspension, the competent authorities are required by
Art.52 to inform the applicant ‘within a reasonable period whether they have accepted the
application’ and, where it has been determined, the period within which action will be taken
by the competent authorities.
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4.4 Security or Equivalent Assurance

To protect persons who are the subject of an application for suspension and also the
competent authorities from abuse, Art.53.1 empowers the competent authorities to require the
provision of ‘a security or equivalent assurance to protect the defendant and the competent
authorities’. However, Art.53.1 provides that the requirement of a security or equivalent
assurance shall not unreasonably deter recourse to these procedures.

In certain limited circumstances, Art 53.2 provides for the release of suspended goods upon
the payment by a defendant of an amount sufficient to protect the right holder for any
infringement as security. This procedure applies (a) where there has been a suspension of
goods involving industrial designs, patents, layout designs or undisclosed information by
customs authorities on the basis of an administrative decision which has not been reviewed by
a judicial or independent authority; (b) the period prescribed by Art.55 for notification to the
customs authorities of commencement of proceedings to determine the merits has expired;
and (c) all other conditions for importation have been complied with.

Article 53.2 provides that the payment of such security shall not prejudice any other remedy
available to the right holder and that the security shall be released if the right holder fails to
pursue the right of action within a reasonable period of time.

4.5 Notice of Suspension

Article 54 provides for the prompt notification of both the importer and the applicant of the
suspension of the release of goods under Art.51.

4.6 Duration of Suspension

Article 55 provides for the release of suspended goods by the customs authorities, provided
that all other conditions for importation or export have been complied with, if ‘within a period
not exceeding 10 working days after the applicant has been served notice of the suspension,
the customs authorities have not been informed that proceedings leading to a decision on the
merits of the case have been initiated by a party other than the defendant, or that the duly
empowered authority has taken provisional measures prolonging the suspension of the release
of the goods’. The Article provides for an extension of the time-limit by another 10 working
days in ‘appropriate cases’.

Where proceedings leading to a decision on the merits of a case have been initiated, the
defendant is permitted by Art.55 to request a ‘review, including a right to be heard’ with a
view to deciding, within a reasonable period, ‘whether these measures should be modified,
revoked or confirmed’.

Finally Art.55 provides that where the suspension of the release of goods is carried out or
continued in accordance with a provisional judicial measure, Art.50.6 shall apply to require
that the suspension shall be revoked or cease to have effect if proceedings leading to a
decision on the merits of the case are not initiated within a reasonable period, to be
determined by the judicial authority, or, in the absence of such a determination, within 20
working days or 31 calendar days, whichever is the longer.

4.7 Indemnification of the Importer and of the Owner of Goods

Where the importer, consignee and the owner of goods suffer injury through the wrongful
detention of goods, or through the detention of goods released under Art.55, Art 56 empowers
the relevant authorities to order the applicant to pay those persons ‘appropriate
compensation’.
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4.8 Right of Inspection and Information

A particularly useful innovation effected by the border control provisions of the TRIPS
Agreement is the authority conferred by Art.57 empowering Members to provide the
competent authorities, where a positive determination has been made on the merits of a case,
with the authority to inform the right holder ‘of the names and addresses of the consignor, the
importer and the consignee and of the quantity of the goods in question’. This will obviously
assist a right holder in its further investigation of other persons involved in the counterfeiting
or piracy of goods.

The right holder is inevitably in the best position to assist in the identification of infringing
goods, Art.57 permits Members to provide the competent authorities with the authority to
provide the right holder with ‘sufficient opportunity to have any goods detained by the
customs authorities inspected in order to substantiate the right holder’s claims’. Similarly, the
competent authorities are also to be provided with the authority give the importer an
equivalent opportunity to have the goods inspected.

4.9 Ex Officio Action

Article 58 envisages that Members may permit the competent authorities to act upon their
own initiative in suspending the release of goods where they have prima facie evidence that
an intellectual property right is being infringed. In these circumstances the Article permits the
competent authorities to ‘seek from the right holder any information that may assist them to
exercise these powers’.

Article 58(b) requires that both the importer and right holder shall be promptly notified of the
suspension and that where the importer has lodged an appeal against the suspension with the
competent authorities, the suspension shall be subject to the conditions, mutatis mutandis, set
out in Art.55.

An exemption is provided by Art.58(c) to both public authorities and officials ‘from liability
to appropriate remedial measures where actions are taken or intended in good faith’.

4.10 Remedies

Without prejudice to the infringement actions which may be brought by a right holder, and
subject to the right of a defendant to seek review by a judicial authority, Art.59 provides that
the competent authorities shall have the authority to ‘order the destruction or disposal of
infringing goods’ in accordance with the principles set out in Art.46. Article 46 requires any
disposal of goods to be outside the channels of commerce ‘in such a way as to avoid any harm
caused to a right holder’. In deciding upon destruction, the competent authorities will take
into account the seriousness of the infringement and the interest of third parties. In regard to
counterfeit goods, Art.46 provides that ‘the simple removal of a trademark, unlawfully affixed
shall not be sufficient, other than in exceptional cases to permit the release of the goods into
the channels of commerce’. Similarly, Art.59 provides, in relation to counterfeit goods, that
the authorities ‘shall not allow the re-exportation of the infringing goods in an unaltered state
or subject them to a different customs procedure, other than in exceptional circumstances’.

4.11 De Minimis Exports

Article 60 permits Members to exclude ‘small quantities of goods of a non-commercial nature
contained in travellers’ personal luggage or sent in small consignments’ from the border
control provisions of the TRIPS Agreement.
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5. Best Practices for Enforcement of Intellectual Property Rights

A survey conducted by WIPO in 2002 indicated that the principal barriers to eliminating
counterfeiting and piracy did not subsist in the substantive law, but rather in the remedies and
penalties available (or not available) to stop and deter counterfeiting and piracyzs. The
ineffectiveness of enforcement systems was attributed, in many cases, to a lack of human
resources, funding and practical experience in IP enforcement of relevant officials, including
the judiciary; insufficient knowledge on the side of right holders and the general public,
concerning their rights and remedies; and systemic problems resulting from insufficient
national and international coordination, including a lack of transparency.

The following were identified as among the best practices for the implementation of the
enforcement provisions of the TRIPS Agreement:

5.1 National Cooperation and Coordination

The fight against counterfeiting and piracy would have much greater chances for success if it
is a coordinated one, involving all the relevant stakeholders, and dealing with all the various
intellectual property rights. A number of Member States have established coordinating or
taskforce units involving, inter alia, the various relevant ministries and agencies, such as the
industrial property offices, customs, police and justice. Also involved are members of such
bodies as associations of right holders, copyright societies, medicines control agencies and
trading standard authorities, as well as leading manufacturing, retail and consumer
organizations. These units sometimes have specialized smaller committees, dealing with
more specialized intellectual property issues such as the drafting of new legislation and the
development of frameworks for cooperation on enforcement action against intellectual
property crimes.

The aims of this cooperation included the coordination of enforcement activities; the
development of greater expertise, particularly among customs officers at all points of import
and export; the improvement in general liaison procedures with all national agencies involved
in enforcement; the enhancement of contacts with right holders and their representative
organizations; the establishment of benchmarks with specialist anti-counterfeiting units in
other Customs administrations; and the participation in public awareness campaigns. The
exchange of officials is considered to have produced good results, allowing them to
benchmark their performance and structure against specialist units that operate in other
Member States. Right holders have been encouraged to contribute to the training of customs
staff in the identification of counterfeit and pirated goods, and in intelligence reporting from
their own sources to assist officers in identifying consignments of counterfeit or pirated
goods.

5.2 International Cooperation

In some Member States, cooperation with international intergovernmental organizations has
resulted in the creation of bilateral cooperation and support programs in the field of
enforcement. It has been suggested that industrialized Member States be requested to create
an international computer network covering the ownership of merchandise that passes through
customs. It was observed that the same intellectual property rights registered in a number of
countries could be affected by the same types of infringements. Information networks could
consequently be useful for the exchange of information on infringement cases.

% WIPO Doc., WIPO/EIM/3.

41



5.3 Public Awareness and Cooperation

Ultimately, the fight against counterfeiting and piracy has to involve the public, since it is its
purchasing power which causes these practices to flourish. National anti-counterfeiting and
anti-piracy campaigns could be used to indicate the link between intellectual property, crime
and job losses, the debilitating effects of organized crime, and the dangers to health and safety
of infringing goods.

54 Right Holder Cooperation

As intellectual property rights are ultimately private rights, right holders have the largest
immediate financial stake in ensuring the protection of those rights. For this reason rights
holders have been particularly willing to assist in enforcement efforts by providing
information to assist in the identification of infringing products and in co-operating in
awareness and training programmes.

The border control provisions of the TRIPS Agreement envisages that in the first place it will
be the rights holders who will apply to the Customs authorities to intercept shipments of
counterfeit and pirated products. Inevitability the rights holders will be in the best position to
identify infringing products. Some rights holders provide Customs authorities with guides to
the identification of genuine products, as well as with lists of authorised dealers in their
products. Thus, Customs is put on notice when a shipment is directed towards a non-
authorised dealer.

An example of rights holder co-operation with the enforcement authorities is the
establishment in the People’s Republic of China of the Quality Brands Protection Committee
(QBPC), which was founded in 2000. The QBPC consists of 76 foreign companies, such as
Compagq, Siemens and Kodak, with investments in China totalling some $US 14 billion. The
QBPC cooperates in the fight against counterfeiting with local administrations. In 2003 it
introduced awards for the most successful anti-counterfeiting activities by 13 local
administrations.

5.5 Judicial Enforcement
(a) Provisional measures

The effective participation of right holders in enforcement actions against counterfeiters and
pirates An effective way of facilitating this participation is through the ordering of prompt
provisional measures to preserve evidence and to prevent infringements. In some
jurisdictions, the right holders apply ex parte for an order to enter the premises of the alleged
infringer in order to attach and preserve evidence. This can be done on short notice, but
right holders have to substantiate their claims and may have to provide security. The
applications for ex parte orders should be acted upon and executed within a short time period
and security requirements should not unreasonably deter recourse to these procedures.
Similarly, the appropriate authorities should have the right to order the seizure of suspected
infringing goods and other relevant evidence as soon as there is reason to suspect that rights
are being or are about to be infringed. The ability to seize or preserve should cover not only
the infringing articles themselves, but also the equipment and other materials used in the
infringing operation, including the production and distribution aspects.

In some jurisdictions the freezing of the defendant’s bank account(s) and other assets may be
ordered in order to assure funds to satisfy compensation awards and judgments, may be
ordered, pending the court’s consideration of the merits of the case. In the USA such orders,
executed by the police authorities, under the anti-racketeering legislation, allows the
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enforcement authorities to confiscate assets of organised criminals, such as real property,
vehicles and boats, to be used in subsequent enforcement activities.

(b) Damages

In cases involving infringements of intellectual property rights, it is important that courts be
empowered to award damages that both compensate the right holders and deter potential
infringers from engaging in illegal activities. National laws therefore should contain rules on
the calculation of damages that allow courts to award such damages as to create a deterrent,
and adequately compensate right holders. In common law countries, right holders are entitled
to an “account of profits”, ie the right to receive all profits from the infringement. Exemplary
damages, may be used as a deterrent in cases of flagrant counterfeiting and piracy.

(©) Ancillary orders

In a number of countries, the courts can order the destruction of infringing goods and/or
implements used in the manufacturing thereof, particularly where the defendant has acted in
bad faith. Judicial procedures may also be adopted whereby offending goods that have been
placed on the market are recalled at the infringer’s expense, as long as they were not sold to
consumers. In some countries, infringers may be required to undertake corrective advertising.

(d) Evidentiary rules

In some States, the rules of civil procedure have been amended to include a rebuttable
presumption , that the judicial authorities shall presume that a person who has infringed an
intellectual property right had reasonable grounds to know he was infringing such right. The
presumption is rebuttable, where the defendant is able to provide concrete proof to the
contrary. Additionally, proceedings are facilitated by the presumption of ownership of an
industrial property right, evidenced on the relevant registration certificate. In copyright
matters the person or legal entity whose name was indicated as the author, producer,
performer or publisher of the work, in the usual manner is, in the absence of proof to the
contrary, presumed to be the lawful right holder of the work. A person claiming to have a
copyright licence carries the burden of producing a true copy of the license agreement.

5.6 Administrative enforcement

Given the expense and complexity of the judicial enforcement of intellectual property rights,
administrative remedies are often a less expensive solution. In the People’s Republic of
China, there are, apart from Customs, two governmental administrative bodies which handle
intellectual property cases: 1. The Administration for Industry & Commerce (AIC), handling
trademarks, trade dress and trade name related disputes; 2. The Technology Supervision
Bureau (TBS), handling cases of pure Counterfeit under the Product Quality Law. This
protection is considered to be comprehensive, speedy and low cost. In relation to trade mark
disputes, seeking an administrative route for enforcement of rights is the norm. Their actions
take place without any recourse to the courts and involve government departments exercising
specific powers of inspection and punishment. Punishment can include confiscation of
infringing goods, orders and fines.
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5.7 Border Control
a) People’s Republic of China

The Customs Law of the People’s Republic of China®® gives Customs the power to check
inward and outward means of transport and examine inward and outward goods and articles.
In allowing Customs to check outward goods, this measure exceeds the requirements of the
TRIPS Agreement. Customs can act ex-officio and they can be notified by individuals.
Customs is entitled to examine, re-examine or take samples from the goods. The consignor of
the export goods shall be present and be responsible for moving the goods and opening and
restoring the package. The customs shall be entitled to examine or re-examine the goods or
take samples without the presence of the consignee or the consignor whenever it considers
this necessary.

To facilitate its border control of infringing goods, the Customs Law of the PRC provides for
the recording by rights holders with Customs of

o Notarised and legalised power of attorney appointing an agent or representative.

o Notarised and Legalised certificate of incorporation in the owner’s domicile (which
must be translated in Chinese).

o Certification of the rights concerned.
e Samples of goods.

e Other details such as licensees and suspected infringers.

Where infringing goods are sought to be Customs is permitted to confiscate the goods,
impose a fine on the party concerned and, investigate and prosecute the criminal
responsibility according to law where the export constitutes a crime.

b) Hong Kong

Hong Kong has enacted two pieces of legislation in order to implement the Border Control
provisions of the TRIPS Agreement, which permit Customs officers to stop and search any
vessel, aircraft or vehicle, and seize, remove or detain any suspected infringing copy of a
copyright work or counterfeit goods, other than goods in transit.”” A right holder (copyright or
trademark) may apply to Hong Kong Customs to record its trademark or
copyright. Accompanying the application form are: evidence of ownership, information of
the right holder’s products (and samples whenever possible), and letter of authorization
provided to their authorized representatives. Hong Kong practice also provides for an
updating of this intellectual property information and for changes of right holders or its
address, addition or deletion of licensees, substitution of the IP owner’s agent, or changes in
use of the IP on products such as packaging designs. Upon recordal, Hong Kong Customs can
take ex-officio action. Additionally, Hong Kong Customs possesses extended powers to
enter premises and inspect and seize goods and documents. This includes investigations into
the full distribution chain i.e. import, export, manufacturing, inland distribution, storage
and/or retail outlets.

26 Adopted January 22 1987, and July 8, 2000.

27

Copyright Ordinance (Chapter 528); Trade Descriptions Ordinance (Chapter 362).
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C) Indonesia

Indonesia has implemented its TRIPS obligations through a battery of legislation, which
provides that right holders can either approach the District Court of Customs for a suspension
of the importation of infringing goods.”® The National Police play an active part in the
investigation of complaints, with the assistance of rights holders.

d) Jordan

Jordan has instituted a border control system which provides for the joint enforcement of
registered marks by Customs and the industrial property office.

e) Republic of Korea

In the Republic of Korea three authorities are involved in enforcement of its Border Control
provisions:

o Korean Customs Service.

e Anti-Counterfeiting Division, Korean Industrial Property Office (KIPO).

e Criminal Division Supreme Public Prosecutor’s Office.
The Customs Department has established a Trademark Declaration System, which provides
for the registration by trademark owners of matters concerning their trademark, including:

o Name of the right owner.

o Contents and scope of the trademark right.

e Names of exporters or importers, or exporting or importing countries that may

possibly infringe the trademark right.

The Commissioner of the Korean custom service has the authority of investigation equivalent
to that of the prosecution and carries out the investigation jointly with the Public Prosecutor’s
Office, or under the supervision of the Prosecutor’s Office. If an infringement is found the
case is referred to the Public Prosecutor’s Office.

The Korean Industrial Property Office (KIPO) is concerned with offences against the Unfair
Competition Prevention Law. This Act prohibits trademark infringements and the deceptive
use of marks. After investigation, the case is referred to the Public Prosecutor’s Office.

f) Malaysia

The Ministry of Domestic Trade & Consumer Affairs (DTCA) has established an
Enforcement Division which initiates actions in case of possible criminal offences. Under the

% Je: 1997-Law No. 12: revision of the 1982-Law No. 6 , revision of the 1987-Law No. 7 relating to
copyrights; 1997-Law No. 13: revision of the 1989-Law No. 6 relating to patent rights; 1997-Law No. 14:
revision of the 1992-Law No. 19 relating to trademark rights and 1997-Presidential Order No. 15 relating to
the improvement on the 1979-Presidential Order No. 24 relating to the ratification of the Paris Convention
and the convention for establishing the World Intellectual Property Organization (WIPO) for the protection
of industrial property rights; 1997-Presidential Order No. 18 relating to the ratification of the Bern
Convention for the Protection of Literary and Artistic Works.
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Trademark Act and the Customs Act the Enforcement Division has been granted the authority
to search, raid, arrest, fine with penalty and seize infringing goods. The Enforcement Division
of DTCA carries out raids in co-operation with the Police. The Enforcement Division also co-
operates with Customs in search and seizure of infringing goods based on the Customs Act.

g) Philippines

The Philippines has implemented the TRIPS Border Control provisions in its Customs
Administrative Order No. 7-93. The Bureau of Customs maintains a registry of trademarks,
patents and copyrights, and other pertinent information and where sufficiently detailed
description of the goods are recorded to make them readily identifiable by the Bureau of
Customs. The Bureau of Customs, for monitoring purposes, has also established an alert list
of persons, either provided by intellectual property owners or other sources, known or
suspected to be infringing, counterfeiting or otherwise copying or simulating marks or trade-
names protected under the subject laws. On the basis of the alert list or upon written request
by the trademark patent and copyright owners, the Bureau of Customs shall place under alert
orders shipments known or suspected to be infringing upon their trademarks or
copyrights. However, the said owners shall bear expenses if their information turns out to be
negative. For this purpose, the Bureau of Customs may require the said owners to provide a
security to answer for the said expenses.

h) South Africa

Border measures and fighting counterfeiting in South Africa are based on the “Counterfeit
Goods Act of 1997”. The Act provides that the Commissioner for Customs and Excise upon
having granted an application to that end by the owner of an intellectual property right, will
have the power to seize and detain counterfeit goods or suspected counterfeit goods imported
into or through or exported from or through the Republic of South Africa during a particular
period and calculated to infringe that intellectual property right. If a right owner has grounds
to suspect that counterfeit goods are being imported into or exported from the Republic of
South Africa it may lay a complaint with customs, accompanied by sufficient information and
particulars from which it is possible for customs to identify the alleged counterfeit goods, a
power of attorney (if the complaint is done by a representative) and prima facie evidence the
goods are protected (e.g. trademark registration). A customs officer can only act if a warrant
has been issued by a judge of the High Court or a magistrate who has jurisdiction in the area
were an act of dealing in counterfeit goods (is likely to) has taking place.

If during regular inspections a customs officer comes upon counterfeit goods he has to inform
the right owner and furnish an original of the inventory list of the shipment seized within
three days. The right owner must file a criminal complaint within thee days or initiate civil
proceedings within ten working days after the notification. If no such action is initiated
Customs will have to release the goods.

1) United Arab Emirates (UAE)

In the UAE, the Customs imposes a tight control on the import/export of cargo. All airlines,
shipping companies, shipping agents and importers have to register with the Customs. Each
one of them would be allotted with an Importer Code or Agent Code. Traders are not allowed
to import or export goods without registration.  Through the installation of computer
terminals in the customs offices in the airport, seaports and free trade zones, upon the receipt
of delivery orders from the shipping agents customs officers can add a "Hold" or "Warning"
remark, where appropriate, to alert the officers of the Operation Section. The latter will then
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take appropriate actions in accordance with the remarks on screen, e.g. direct the importer to
produce their goods for customs physical inspection. When suspected infringing goods
(whether in printed [e.g. books] or non-printed [e.g. CDs, VCDs, DVDs] formats) are found,
samples are sent to the Ministry of Information and Culture for examination and follow-up
investigation. In the case of suspected counterfeit goods, Officers consult the Chamber of
Commerce to see whether the trademark owner was registered. If the trademark owner was
located, he would be invited to verify the genuineness of the goods. The importer in question
would be put on a blacklist and classified as high risk. Inspectors of the Inspection Section
will monitor those consignments imported by those blacklisted importers and select their
imported goods for examination until no further irregularity was found after several months.

5.8 Criminal Procedures

A number of countries have introduced criminal sanctions in relation to piracy and
counterfeiting. Article 61 of the TRIPS Agreement requires criminal procedures and penalties
for cases of wilful trademark counterfeiting or copyright piracy on a commercial scale. A
number of countries provide for both civil remedies and criminal penalties in relation to
piracy and counterfeiting, as well as for the seizure, forfeiture and destruction of the
infringing goods and of any materials and implements the predominant use of which has been
in the commission of the offence.

In a number of developing countries criminal penalties apply also in cases of patent
infringement.

5.9 Right to Information

A “right to information” has been identified as a valuable instrument in the fight against
counterfeiting and piracy. It would enable right holders to identify the key persons involved in
infringing activities, particularly, where the infringing activity involves a number of countries.
Providing the right holder with information about infringing goods, as well as about persons
involved in the infringements, enables to rights holder to identify the chain of distribution.

The Border Control legislation of Hong Kong® provides that Customs may disclose the
following information to right holders:
e The time, and the address of the place, of seizure or detention of the goods;

e The name and the address of the person from whom the goods have been seized or
detained;

e The nature and quantity of the goods;
e Other information the Customs thinks fit to disclose.
The right owner or his authorized agents may apply to the Court of First Instance for an

order requiring the Commissioner to disclose such information or document, and the

Court of First Instance may on such an application make such order for disclosure as it
thinks fit.

» Copyright Ordinance (Chapter 528) - Section 126, Trade Descriptions Ordinance (Chapter 362) - Section

16C.
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5.10 Deterrent of Publicity

In some countries, to provide protection for the public, as well as raising the awareness of the
value of intellectual property rights, judicial authorities, have the power to order the official
publication of court decisions, particularly those with a deterrent effect.

5.11 Specialized Courts

Some developing countries, such as Thailand and China, have established specialised courts
to hear IPR-related cases as a means of improving their capacities for national enforcement,
though such a measure is not formally required under TRIPS. A more attractive approach for
developing countries is probably to establish (or strengthen) a commercial court, which may
hear IPR-related cases inter alia and provide improved access to justice for the business
sector as a whole. In any event, in most developing countries, a considerable programme of
training for the judiciary and other enforcement agencies in IP subjects will be required The
“private” nature of IP rights suggests the importance of resolution of disputes between parties
either out of court or under civil law. Indeed, as state enforcement of IPRs is a resource-
intensive activity, there is a strong case for developing countries to adopt IPR legislation that
emphasises enforcement through a civil rather than a criminal justice system. This would
reduce the enforcement burden on the government in the case of counterfeiting on a large
scale, although the state enforcement agencies would still be required to intervene. That said,
we note that developing countries have come under pressure from industry which advocates
enforcement regimes based on state initiatives for the prosecution of infringements. Such
pressures should be resisted, and right owners assume the initiative and costs of enforcing
their private rights.

5.12 Accelerated Procedures

The WIPO survey of proposed best practices™ urged that, in order to relieve the courts and
their congestion, that accelerated cost reducing procedures could be considered. For example,
after the customs authorities have seized the goods, the applicant or the person who is entitled
should have the possibility to file a written objection within a short time limit. If no objection
is filed, the goods would be destroyed or taken from the market in a different way. If an
objection is raised, the seized goods would be handed over to the right holder, if the applicant
cannot prove that he has brought an action with the competent court within a time limit of,
e.g., 10 or 20 days. It was also suggested that alternatively, intellectual property cases could
be dealt with in interim, informal procedures, which could be held on a very short notice and
following which the infringement might be stopped immediately. This abbreviated procedure
could be followed by proceedings on the merits. The right holder could make a reasonable
case for having an urgent interest and he should do so within reasonable time after the
discovery of the infringements, otherwise, he should start proceedings on the merits.

5.13 Mediation and Arbitration

A means of reducing the expense and bureaucratic delays in the enforcement process in a
number of developed countries has been to introduce alternative dispute resolution
procedures, such as mediation and arbitration. These procedures encourage the exchange of
information in order to facilitate the settlement of disputes at an early stage.

5.14 Regulation of Optical Media Manufacturing

A particular problem, particularly in Asia, has been the manufacture of pirated optical discs.
The Macao SAR Government has taken a series of measures to deal with optical disc piracy.
It requires controls over the import and export of optical disc production equipment, stampers

3% WIPO Doc. WIPO/EIM/3.
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and media products, as well as raw material for optical discs. Shops selling optical discs must
be registered (stating business hours) before business operation, and penalty shall be levied
for any operation beyond registered business hours. The law enforcement authority, under
this action, is able to control the irregular operation of shops. Source documents (e.g. an
invoice) must be available for tracing the activities of selling, storing and shipping in/out of
optical disc products, otherwise, a penalty shall be levied. Fines and imprisonment are
imposed in relation to selling, storing, and shipping in/out of pirate disc production.

The industry standard for the identification of discs is the Source Identification Code (‘SID
Code’), which was introduced on a voluntary basis in 1993 and is now generally accepted as
the worldwide standard for unique identifiers. Regulation of this manufacture could also
allow competent authorities to monitor the traffic in key raw materials, especially in optical
grade polycarbonate, and manufacturing equipment, as important tools in tracing pirate
manufacture of optical discs.

5.15 Contact Points and Information Providers

For effective ex officio and normal actions, the security forces and customs authorities must
have access to information concerning the right holders. In order to achieve this, the contact
points, in a number of WIPO Member States, have been established as the national
intellectual property offices, which under the right circumstances, can provide useful and fast
information on right holders and rights. In some Member States, the intellectual property
office plays a pivotal role in the drafting of clear instructions to enforcement officials on how
to proceed in these cases and do studies and compile useful reports to assist in this aim. The
intellectual property office has been called upon to give binding or non-binding reports, and
other relevant information, to assist the courts.
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Annex I

Industry Groups Concerned With Counterfeiting and Piracy

e AACP - Alliance Against Counterfeiting & Piracy,

Launched in July 1999 when the music, audio-visual, retail, brand manufacturing and
business and games software industries decided to join forces, the Alliance provides a single
voice for those who share an interest in preventing intellectual property theft in these areas in
the UK. The Alliance is involved in lobbying for the introduction of legislation to strengthen
the hand of enforcement agencies in the battle against counterfeiting and piracy.

AACP- Alliance Against Counterfeiting & Piracy,
167 Great Portland Street, london, WIW 5PE, UK
Web: www.aacp.org.uk

e ABAC/BAAN - Belgian Anti-Counterfeiting Group,
c/o Eurotex, Rue Montoyer 24, Brussels, B-1000 Belgium
Tel: 00 322 230 7420
Fax: 00 322 230 7119
e-mail: kg001530@glo.be

e The Anti-Counterfeiting Group (ACG)

ACG is a trade association representing nearly 200 manufacturers and distributors of branded
products and firms of intellectual property lawyers and agents. It exists to represent its
members and industry generally in the campaign against the manufacture and sale of
counterfeit branded products. It does this by communicating the message about the damage
counterfeiting does to national economies, business generally, and to the consumer; and by
highlighting the need for improved resources for the investigation of counterfeiting and the
enforcement of anti-counterfeiting measures.

A key role for the ACG is the support for, and co-ordination with, the various law-
enforcement agencies and the Courts. The ACG also aims to be the hub of a national and
international network of information, advice and contacts on anti-counterfeiting activities.
Although based in England, the ACG has an international membership and campaigns
actively in the UK and the European Union as well as in individual third countries and the
appropriate world bodies.

ACG-Anti-Counterfeiting Group, PO Box 578, High Wycombe, Buckinghamshire, HP11
1YD, United Kingdom

Telephone: +44 (0) 1494 449165

Facsimile: +44 (0) 1494 465052

Web: www.a-cg.com
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e The International Association for the Protection of Industrial Property (AIPPI)

AIPPI is the world's leading international non-governmental, non-profit organization for the
protection of intellectual property (patents, trademarks, copyrights, designs, computer
software, integrated circuits, and unfair competition). The International Association for the
Protection of Intellectual Property, generally known under the abbreviated name AIPPIL, is the
world's leading International Organization dedicated to the development and improvement of
intellectual property.

It is a politically neutral, non-profit organization, domiciled in Switzerland which currently
has over 8000 Members representing more than 100 countries.

The objective of AIPPI is to improve and promote the protection of intellectual property on
both an international and national basis. It pursues this objective by working for the
development, expansion and improvement of international and regional treaties and
agreements and also of national laws relating to intellectual property.

It operates by conducting studies of existing national laws and proposes measures to achieve
harmonisation of these laws on an international basis. In this context AIPPI has become
increasingly concerned with issues concerning the enforcement of intellectual property rights.

AIPPI General Secretariat

Todistrasse 16

P.O. Box

8027 Zurich — Switzerland

Tel. +41 1 280 58 80 Fax +41 1 280 58 85

Email: mail@aippi.ore, Web: www.aippi.org

e APM (The Action Group of Pharmaceutical Manufacturers), Germany,

The Action Group was founded towards the end of 1997 by the Association of German
Chambers of Commerce (DIHK), the Federation of German Industry (BDI), the Association
of Proprietary Brands and 15 founder companies. Investigatory work is one of the main
aspects of the APM’s activities. At the core of this is the setting up and coordination of
investigations into  those infringing on the law at home and abroad.
This involves monitoring the market, by visiting at regular intervals flea markets and general
market stalls, so-called "Import-Export" shops and other sales outlets suspected of dealing in
counterfeit products. Apart from its monitoring function, the APM also coordinates
investigations directed against individual offenders for the branches it represents. The costs of
law suits are later divided between the companies participating in the action. A regular APM
bulletin contains further information on the topic of product and trademark counterfeiting as
well as details of international and domestic judgments and other important hints. The APM
passes on information and experience gained in the sphere of product and trademark
counterfeiting to various enforcement institutions.

e APM Germany, Breite Strasse 29, Berlin, D-10178 Germany
Tel: 0049 3020 3082717
Fax: 0049 3020 3082718
Web: www.markenpiraterie-apm.de
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e BMR - British Music Rights,

British Music Rights is an umbrella organisation which represents the interests of composers,
songwriters and music publishers. Formed in 1996 by the British Academy of Composers &
Songwriters, the Music Publishers Association (MPA), the Mechanical-Copyright Protection
Society (MCPS) and the Performing Right Society (PRS), it seeks to promote the interests of
creators and publishers of music at all levels. It promotes the music agenda amongst policy
makers and opinion formers ; monitors government policy and legislative developments in the
UK and Europe, specifically that relating to new technology and e-commerce; and participates
in trade fairs, seminars, conferences

e BMR - British Music Rights
26 Berners Street, London, W1T 3LR
Tel: 02073064446

Web: www.bmr.org

e BPI - British Phonographic Industry

The British Phonographic Industry (BPI) was established in 1973 to represent the interests of
British record companies to fight the growing problem of music piracy. It comprises some
300 UK companies and co-ordinates anti-piracy actions for them.

BPI - British Phonographic Industry, Anti-Piracy Unit, Riverside Building, County Hall,
Westminster Bridge Road, London, SE1 7JA

Tel: 02078031300

Fax: 02078031310

Web: www.bpi.co.uk

e The Business Software Alliance (BSA)

Established in 1988, BSA is the voice of the world's commercial software industry before
governments and in the international marketplace. BSA educates consumers on software
management and copyright protection, cyber security, trade, e-commerce and other Internet-
related issues. BSA members include Adobe, Apple, Autodesk, Avid, Bentley Systems,
Borland, CNC Software/Mastercam, Internet Security Systems, Macromedia, Microsoft,
Network Associates and Symantec. BSA has programs in more than 60 countries worldwide.

BSA United States

1150 18th Street, N.W.
Suite 700

Washington, D.C. 20036
Tel: +202.872.5500

Fax: +202.872.5501
Email: software@bsa.org

BSA Europe

79 Knightsbridge

London SW1X 7RB
England, United Kingdom
Tel: + 44 (0)207.245.0304
Fax: + 44 (0)207.245.0310
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BSA Asia

300 Beach Road
#32-07 The Concourse
Singapore 199555
Tel: + 65.6292.2072
Fax: + 65.6292.6369

e CIPR - Coalition for IP Rights (Russia)

CIPR is a private-public partnership dedicated to advancing intellectual property rights
protection, enforcement and reform in the CIS countries and the Baltic states. Through public
education, legislative action and legal reform, CIPR works with our government and private
sector partners to establish transparent IPR regimes that adhere to international standards.

CIPR has its administrative headquarters in Washington, D.C., and is incorporated as a
501(C-6) Business League under the laws of the United States. CIPR’s experienced staff
operate throughout the region from offices in Moscow, Almaty, Chisinau, Kyiv, Riga, Tallinn
and Vilnius as well as London and Washington, D.C.

CIPR - Coalition for IP Rights (Russia), The PBN Company,
14 Krasina Street, Building 2, Moscow, 123056 Russia

Tel: 007095 7458700

Fax: 0070957458701

e-mail: peter.necarsulmer@pbnco.com

e CISAC-International Confederation of Societies of Authors and Composers

In 2002, CISAC represented 199 authors' societies in 103 countries. Its activities are aimed at
improving the position of authors and composers, and at enhancing the quality of the
collective administration of their rights throughout the world. Its headquarters are established
in Paris. CISAC has set up five Regional Committees (Africa, Ibero-America, Asia-Pacific,
Canada/USA and Europe) to facilitate co-operation between societies in the same region.
These committees allow societies to share their experiences to mutually reinforce their
efficiency in the management of rights and the services provided to the users of works in their
territories. CISAC, works towards increased recognition and protection of creator's rights.

CISAC Secretariat General
20-26 Boulevard du Parc
92200 Neuilly/sur/Seine
France

tel.: + 33 (0)1 55 62 08 50
fax: + 33 (0)1 55 62 08 60
e-mail: cisac@cisac.org

e Comité Colbert

The Comité Colbert, is a trade association which represents the French luxury brands
industries.

Comite Colbert, , 2 bis rue de La Baume, Paris, 75008 France
Tel: 00330153890760
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Fax: 00330153890761
e-mail: epp@comite-colbert.com
Web: www.comite-colbert.com

e DACG - Danish Anti-Counterfeiting Group
c/o Plesner Svane Groenborg, Esplanaden 34, Copenhagen, DK-1263 Denmark
Tel: 004501 12 11 33
Fax: 004501120014
e-mail: phs@psglaw.dk
Web:

e ECTA - European Communities TM Association,

ECTA was formed in 1980. It brings together European practitioners before the Office for
Harmonization in the Internal Market (OHIM) from throughout the European Union in the
field of trade marks and of industrial designs. ECTA numbers approximately 1.300 members
coming from 80 countries.

ECTA acts as an informed spokesman on all problems relating to the protection and use of
trade marks and industrial designs in the European Union.

ECTA - European Communities TM Association,

Box 5 Bisschoppenhoflaan 286, Deurne, Antwerpen, B-2100 Belgium
Tel: 003233267613

Fax: 003233264723

e-mail: ecta@ecta.org
Web: www.ecta.org

e ESA- The Entertainment Software Alliance

The ESA Online Enforcement Program monitors the Internet (websites, FTP sites,
newsgroups, IRC channels, chat rooms, forums, etc.) for instances of piracy of our members'
products and notifies ISPs of the presence of infringing product on sites which they are
hosting. Since the program's inception in 1998, the ESA has obtained the takedown of more
than 35,000 sites dealing in pirated entertainment software.

The ESA litigates cases involving the illegal distribution of its members' software via the
Internet. The ESA is constantly seeking information on online piracy and offers an
anonymous online piracy reporting form on its website for those wishing to report online
piracy of game software or any other illegal activities which contribute to infringement of
ESA members' IP rights, such as offering cracks, modchips and other unauthorized software
and devices.

In an effort to combat global trafficking in pirated software, the ESA conducts training
seminars for enforcement officials around the world. The cost of this training is provided by
ESA and the goal is to provide enforcement officials with the skills and knowledge to
intercept infringing product and prosecute those responsible. Each of the training sessions
includes an extensive overview of legitimate product in the interactive software industry, tips
in detecting pirated software and an understanding of trends in the piracy world, enforcement
and policy tools to combat piracy, and a detailed surf through internet piracy. Enforcement
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officials who are interested in such training, are invited to contact the ESA Anti-Piracy
Department (piracy@theesa.com).

In the US and certain overseas countries, the ESA and its members have been active in
working with law enforcement officials in supporting government investigations and
enforcement actions against enterprises trafficking in pirate versions of ESA members' game
product. These efforts have led to raids and other enforcement actions against pirates in the
US, Paraguay, Hong Kong and Singapore. The ESA works with US and foreign government
officials toward the enactment, implementation and enforcement of laws that protect
members' intellectual property rights (IPR).

Entertainment Software Association,

1211 Connecticut Ave, Washington DC 20063 USA
Email: esa@theesa.com

Web: www.theesa.com

e FACG - Finnish Anti-Counterfeiting Group
c/o Heinonen & Co Attorneys at Law, Fredrikinkatu 61A, 3rd Floor, PO Box 671,
Helsinki, FIN-00101 finland
Tel: 00358925300652
Fax: 0035896853300
e-mail: hanna-maija.elo@heinonen.com

Web: www.facg.net

e Federation of the Swiss Watch Industry,

The Federation of the Swiss Watch Industry is the Swiss watch industry's leading trade
association bringing together more than 500 members representing more than 90% of all
Swiss watch manufacturers (finished products, watch movements, components, etc.). It
represents the Swiss watch industry in dealing with the Swiss, foreign and international
authorities and economic organisations; protects the interests of its members in the drafting of
national and foreign legislation, as well as during international negotiations and defends its
members' interests by means of legal proceedings.

Federation of the Swiss Watch Industry,

Rue d'Argent 6, Bienne, CH-2501 Switzerland
Tel: 0041323280828

Fax: 0041323280880

e-mail: Ipaichot@fhs.ch

Web: www.ths.ch

e The International Anti-Counterfeiting Coalition (IACC)

IACC is a Washington, D.C.-based trade association representing intellectual property (IP)
owners, law firms, investigators, associations and product security developers involved in
promoting improved protection and enforcement of intellectual property. law enforcement
and government officials in the United States and abroad. The organization engages U.S.
Government organizations with policy recommendations, meetings and participation in
training programs. The IACC also participates in regional and international programs
sponsored by intergovernmental organizations such as WIPO. The IACC is also an active
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sponsor of the United Nations Economic Commission for Europe's enforcement initiative in
Eastern Europe.

IACC - Int'l Anti-Counterfeiting Coalition Inc, IACC,

1725 K Street NW, Suite 1101, Washington, DC-20006 USA
Tel: 00 1 202 2236667

Fax: 00 1 202 2236668

e-mail: ttrainer(@iacc.org

Web: www.iacc.org

e The International Chamber of Commerce (ICC)

Founded in 1919, the ICC brings together member companies and associations from over 130
countries to address concerns of business communities and to convey to governments the
views of their country's business community. In 1985 the ICC formed the ICC
Counterfeiting Intelligence Bureau as a focal point for industries exposed to counterfeiting
worldwide. The specific tasks of the CIB are to:

o gather and evaluate intelligence

e investigate sources and distribution of fake products

e provide expert advice and training

o supply evidence to enable police to make arrests and seize counterfeit goods

CIB provides its members with a confidential monthly bulletin on the provenance and
distribution networks of counterfeit products. Investigators trace products back from point of
sale to place of manufacture and provide police with the information they need to make
arrests.

The bureau is the hub of three anti-counterfeiting networks which together constitute a global
resource to combat counterfeiting and fraud: Counterforce links leading law firms
specializing in intellectual property issues, while Countertech groups anti-counterfeiting
technology providers and Countersearch brings together specialist investigators. Details of
these can be found on the International Anti-Counterfeiting Directory 2003"'. CIB also
operates the Hologram Image Register (HIR) for the International Hologram Manufacturers
Association. The HIR is a unique global database of security holograms.

At the beginning of 2003 the CIB formally launched the Counterfeit Pharmaceuticals
Initiative (CPI) to tackle the growing problem of counterfeit pharmaceuticals. This initiative
is designed to provide the public with information and advice, and to supplying intelligence to
the pharmaceutical industry on the location and prevalence of counterfeit drugs.

International Chamber of Commerce

38 Cours Albert ler

75008 Paris, France

E-mail webmaster@iccwbo.org

Tel.+33 149 53 28 28 Fax +33 1 49 53 28 59

ICC Asia
Mrs Ju-Song Lee

3 Counterfeiting Intelligence Bureau, International Anti-counterfeiting Directory

http://www.iccwbo.org/ccs/cib_bureau/CIBDir.pdf
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ICC Asia Advisor

C/O Singapore International Chamber of Commerce
6 Raffles Quay #10-01

John Hancock Tower

048580 Singapore

Singapore

E-mail ]js@jiccasia.com.sg

Tel. +65 6224 1255 Fax +65 6224 2785

ICC Counterfeiting Intelligence Bureau,

Maritime House, 1 Linton Road, Barking, IG11 8HG, United Kingdom
Tel: 02085913000

Fax: 02085942833

e-mail: cib@jicc-ccs.org.uk

Web: www.icc-ccs.org

e [FPI - International Federation of the Phonographic Industry

IFPI is the organisation representing the international recording industry. It comprises a
membership of 1500 record producers and distributors in 76 countries. It also has national
groups in 46 countries. IFPI's international Secretariat is based in London and is linked to
regional offices in Brussels, Hong Kong, Miami and Moscow.

IFPI Secretariat in London is responsible for co-ordinating international strategies in the key
areas of the organisation's work - anti-piracy enforcement, technology, lobbying of
governments and representation in international organisations, legal strategies, litigation and
public relations. It also provides a comprehensive range of global industry statistics.

IFPI's regional offices for Asia, the CIS countries, Europe and Latin America are responsible
for implementing IFPI's strategies at regional level, co-ordinating the work of national groups
and setting lobbying priorities tailored to the political environment in their regions.

IFPI's office in Brussels is the recording industry's representation to the European Union. It
interacts directly with the EU institutions and co-ordinates the industry's lobbying network in
Europe. IFPI's Regional Office for Asia is located in Hong Kong, with additional offices in
China and Singapore. It co-ordinates the region's lobbying activities and legal strategies.
IFPI's Moscow office is responsible for co-ordination and policy in Russia and the CIS
countries. IFPI Latin America, formerly FLAPF, has an executive office in Miami and co-
ordinates the region's lobbying, anti-piracy and communication activities.

IFPI also acts as an umbrella organisation for its 46 National Groups around the world - both
through its international and regional offices. IFPI National Groups report to industry Boards
in their own territories, but they also collaborate closely at regional level under the co-
ordination of IFPI's regional offices. There is, in addition, an IFPI Worldwide Enforcement
Structure, formed in 1997 as a direct response to the global proliferation of CD piracy.
Enforcement activities are co-ordinated centrally from IFPI's London Secretariat and through
dedicated enforcement offices at regional level.

IFPI is affiliated with the Recording Industry Association of America (RIAA), the
organisation responsible for the world's largest music market.
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IFPI - International Federation of the Phonographic Industry
5th Floor, 54-62 Regent Street, LONDON, W1R 5PJ, UK
Tel: 02078787900

Fax: 02078787950

e-mail: euroinfo@ifpi.org

Web: www.ifpi.org

e INTA- International Trademark Association

The International Trademark Association (INTA) is a not-for-profit membership association
of more than 4,300 trademark owners and professionals, from more than 170 countries,
dedicated to the support and advancement of trademarks and related intellectual property as
elements of fair and effective national and international commerce.

In 2003, INTA’s anti-counterfeiting activities have included:

e the provision of comments and possible amendments to the EU Enforcement and
Customs Directives;

e organization of roundtables for government officials in Singapore (July), Brazil
(September), Argentina (October), and Turkey (November).

e Provision of comments on enforcement laws/procedures in Argentina, Brazil, Mexico,
China, Vietnam, Korea, India, Russia and Ukraine.

e Participation in the WIPO Advisory Committee on Enforcement.

INTA, 1133 Avenue of the Americas, New York, NY 10036 USA
phone +1 (212) 768-9887 fax +1 (212) 768-7796

Web: www.inta.org
Email: customer service(@inta.org

e JRMA International Recording Media Association

IRMA is a worldwide trade association encompassing organizations involved in every facet of
recording media. Its membership includes raw material providers, manufacturers, replicators,
duplicators, packagers, copyright holders, and related industries. IRMA has established an
Anti-Piracy Certification/Compliance Program for the manufacture of CDs, DVDs and CD-
ROMs. This is modelled on the ISO 9000 Program, and contains specific guidelines for the
optical media industry regarding anti-piracy. Through internal audits and regularly scheduled
surveillance audits, the IRMA Anti-Piracy Compliance Program maintains the self-regulation
system.

IRMA, Anti-Piracy Compliance - Worldwide

E-Mail: tgorman@recordingmedia.org

182 Nassau Street, Suite 204, Princeton, New Jersey 08542 USA
Tel: +1-609-279-1700, Fax: +1-609-279-1999

IRMA Anti-Piracy Compliance Program - Europe

E-Mail: info@recordingmedia.nl

Clara van Spaarnwoudestraat 41, 2064 WR Spaarndam, The Netherlands
Tel: +31-23-549-0727, Fax: +31-23-549-0728
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IRMA Anti-Piracy Compliance Program - Asia

E-Mail: spayne@recordingmedia.org

14/f Onfem Tower, 29 Wyndham St, Central, Hong Kong
Tel: +852-2810-0101, Fax: +852-2877-3120

e MPAA — Motion Picture Association of America

The Motion Picture Association of America (MPAA) and its international counterpart, the
Motion Picture Association (MPA) serve as the voice and advocate of the American motion
picture, home video and television industries, domestically through the MPAA and
internationally through the MPA. MPAA/MPA, on behalf of its member companies, directs a
comprehensive international anti-piracy program. Established domestically in 1976, the
program works to: implement and strengthen existing copyright protection legislation, assist
local governments and law enforcement authorities in the investigation and prosecution of
piracy cases, initiate civil litigation on behalf of its’ member companies against copyright
infringers, conduct education outreach programs regarding the harmful effects of piracy.

In 2000, the MPA launched over 60,000 investigations into suspected pirate activities, and
more than 18,000 raids against pirate operations in coordination with local authorities around
the world. It directs its worldwide anti-piracy activities from headquarters in Encino,
California. Regional offices are also located in Brussels (Europe, Middle East and Africa),
Mexico (Latin America) Canada and Hong Kong (Asia/Pacific).

Motion Picture Association of America (MPAA)
Motion Picture Association (MPA)

15503 Ventura Blvd.

Encino, California 91436

(818) 995-6600, USA

Web: www.mpaa.org

¢ Product & Image Security Foundation,

Founded in 1991, the Foundation (previously known as Label & Tag Security International) is
a non profit making organisation with some 115 members, primarily security solutions
providers, in 17 countries. It is the promoter of the Worldwide Security Exchange, which was
established at the end of 2000 as a global resource which can be searched by brand owners,
enforcement agencies, governments, intellectual property owners and solutions providers. It's
aim is to offer a searchable worldwide data-based web site providing information on all
aspects of the problems, requirements, enforcement and solutions relating to counterfeit
deterrence, brand protection, document and product authentication, as well as anti-tamper and
anti-theft solutions.

Product & Image Security Foundation,

81 Houting, Dosthill, Tamworth, B77 1PB, UK
Tel: 01827281143

Fax: 01827281143

Web: www.worldwidesecurityexchange.com

e REACT-European Anti-Counterfeiting Network
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The Dutch Anti Counterfeiting Group - Stichting Namaakbestrijding - now called SNB-
REACT The Netherlands is a non profit coalition created April 1991 at the initiative of the
Amsterdam Chamber of Commerce. Objective is to actively fight counterfeit trade. With the
support of the European Commission, REACT Italy was founded. In 2002 the two
organizations merged into SNB-REACT.

REACT's anti-counterfeiting National Units react by swiftly undertaking seizures on behalf of
its member companies and provide assistance with raids, through the identification of goods;
liaison with customs and law-enforcement authorities and the provision of legal assistance.
REACT also runs training seminars for investigators and authorities.

SNB-REACT focuses on customs protection. Customs intervention against infringements of
industrial property is an extremely cost effective and efficient method of protection against
counterfeit goods. In close conjunction with the WCO a customs project has been set up to
enhance communication between right owners and customs officers. The following informal
network of national units operating under the name REACT:

ABAC BAAN - REACT Belgium
Association Belge Anti-Contrefacon
Belgische Associatie Anti Namaak
Rue Montoyer, 24 ( BP 8)

1000 Bruxelles
+32.2.230.74.20c(tel)
+32.2.230.71.19(fax)

REACT Baltic States

Andres Aavik/ Attorney at Law
HETA Law Offices

Riiitli 4, 10130 Tallinn
ESTONIA

Tel: +372699 66 11

Fax: + 372 6 99 66 40
andres.aavik@heta.ee
www.heta.ee

APM - REACT Germany
Adrenauerallee 148
D-53113 Bonn

Germany

Tel: ++49.228 104 2717
Fax: ++49.228 104 2718

SNB-REACT Italy

Via Ponte Vetero 15,
20121 Milano

+39 02 805 09 450 (tel.)
+39 02 805 69 277 (fax)
Email : info@snbreact.nl

REACT Romania
Gabriel N. Turcu,
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Privat Lawyer

Str. Enachita Vacarescu nr. 34, ap 1
Bucharest

Romania

T.+4.021.3366986
F.+4.072.2390231
gabriel.turcu@xnet.ro

REACT- UK,

PO Box 578, High Wycombe, HP11 1YD, UK
Tel: 01494449192

Fax: 01494465052

e-mail: poneill@react.uk.net

Web: www.react.uk.net

SNB-REACT Netherlands
Amstelveenseweg 864,
1081 JM Amsterdam
+31.20.640.63.63 (tel.)
+31.20.640.62.16 (fax)
Email : info@snbreact.nl

SACG - Swedish Anti-Counterfeiting Group

c¢/o Advokaterna Grunden & Gozzo, Box 35019, GOTEBORG, SE-400 24 Sweden
Tel: 00463 1191 410

Fax: 0046 3 1191 565

e-mail: soderlundlaw(@telia.com

Web: www.grundengozzo.a.se

e SIIA- Software & Information Industry Association

SITA 1is the principal trade association for the software and digital content industry. SITA
provides global services in government relations, business development, corporate education
and intellectual property protection to more than 600 leading software and information
companies. SIIA runs two types of anti-piracy programs - a Corporate Anti-piracy Program
and an Internet Anti-piracy Program. Under the Corporate Anti-piracy Program SIIA
conducts audits of the allegedly infringing organization, which then must destroy any
unauthorized software, purchase replacement software and pay a fine. The fines are used
exclusively to fund additional anti-piracy education and enforcement programs. In the Internet
Anti-piracy Program, SIIA proactively searches the Internet for members' software and
information products using proprietary software. Once found, SIIA also works to combat
auction site piracy, manufacturing piracy, and vendor piracy. When appropriate, SIIA works
with law enforcement and other government officials to prepare civil or criminal actions (To
participate in SIIA's anti-piracy programs, except the Corporate Anti-piracy Program,
applicant must be a full member of SIIA).

Meg Looney, Manager, Membership +1 (202) 289-7442 ext. 1328, or mlooney(@siia.net.
Web: http://www.siia.net

e Union des Fabricants
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The Union des Fabricants groups together French companies and professional federations
from all sectors of business. It serves as a unique watchdog for the protection of intellectual
property rights, as well as providing a forum for information and discussion. The "Union des
Fabricants" raises public authorities' awareness and dialogues with national and international
bodies. It orchestrates joint action campaigns and provides information to the general public.
It conducts a trademark registration monitoring service and maintains offices in Tokyo and
Beijing.

Union des Fabricants,

16 Rue de la Faisanderie, Cedex 16, PARIS, F-75782 FRANCE
Tel: 0033156261400

Fax: 0033156261401

e-mail: jb@unifab.com

Web: www.unifab.com

e VBP - German Anti-Piracy Association

Among the aims of the German Anti-Piracy Association is to combat piracy and to promote
national and international legal relations and connections with other anti-piracy associations in
Germany and abroad. The German Anti-Piracy Association carries out operations against
pirates in Germany, and also plans and co-ordinates additional campaigns abroad. Apart from
these action-focused activities, the Association represents the interests of its members through
high level contacts with the German local authorities, the German federal government as well as
with key decision-makers within the EU institutions. The Association's role in action taken
against pirates in Germany is to advise its members on optimising the seizure of pirated goods
at the borders and at outlets in the country, as well as on the prosecution of infringers. More
specifically, the Association's role can be defined as:

e recommending and co-ordinating external support such as detective agencies and lawyers

e acting as intermediary between customs and members, in particular with regard to: filing
applications for the seizure of goods at the borders on behalf of its members

advising members on the preparation of checklists for customs

organising training courses for customs authorities throughout Germany, on how to
proceed when faced with pirated goods and how to differentiate between genuine brands
and fakes

maintaining contact with local and federal authorities as well as with the police, utilising
their information

providing data on 'piracy centres'.

VBP - German Anti-Piracy Association,
Bavariaring 20, MUNICH, D-80336 GERMANY
Tel: 00 49 895 442 540

Fax: 00 49 895 439 040

e-mail: message@vbp.org

Web: www.vbp.org
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